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imm&i mmm 

* t imvm zmft-tz mat zmL. 

satatt^s ^ e> © 7 s - * * « t& s hi b« =sa tc *f -r s - # saft&3i & 

mzT-zmmmmiz. 
& * ^ & ^ -r <& ^ t. & «®t £ -r * it ^« i (c mm & ? - z wmmw.* 

[ff^3] 

Z'&tsmmk2r--7Uv ? (EKB) tC«fcoTHgf#^StlfciS5Eai ,, C&SEKB 
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[»#3I4] 

t5iaEKBBB'(3S8aE«IS:^tf^'fb=3p— >^nv * (EKB) 

-#&JlMgic£^T&;m#^tg&^^fc^-:/n y * (ekb) t. Lti^ 

if ^ 3 icia*©^- # ^.aisgo 
mmmmt*-7uv>7 (ekb) \z &^Tm j %ik-znm.@k-&nz>vKBmm 
s r a & 1. 1 s m &m 3 izmm<D * mmmm. 

SIS: tf>fif ##L3iigg £ u - 7 i: l t «^ i^yj-©;i/-h^p ) 'j-7tt'© 

Is^-^dp- (Kstd) -eHgP^bLT^-iJr^a^iKrt^iaflli^StCftJWLfe 
L&m^k*r-<£>M&£ LTOf/H^^r-^D*^ (DKB) £^-##131^ 
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m w © is m ic « *a o & % ^ -r s 3 ^ & mm n -r & if # ^ 1 & c t h «g © ^ - 
ms.mumm # *sm r~ %> & m& », «t h-bism £ © rate js ^ t ffisMEgt js & 

[ff3ft?U 0] 

^-©Bgp-^-ffc^tai^-* &-£t?^3Mb*-:7n y * (EKB) fC J: o TBiHHt $ 
*lfc®liE«t*e**EKBffi^»tE»|S:^L, 

Iff IB -r 1 - #flt3l=gg£: t&32iKS* *E U fVW ^ £. (DIRT* MffZ *i S *BSfgfE#t 
Sltt, IfffBE KBgHgSRSEttfc, l«rffi'E«^^yT : A>r ^tc^»«HWStifcS83E 

[» 1 1 1 

7 s - # ^s^stc^f-r -5 9 >r -fe > * £tf#-rs 9 >r -fe >x i/^f at-s u , 
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*<e;t3mm\L*--7Uv V (EKB) IC J: oTRf #<bS4xfeS8iEtt , Tf E K B 

mmEKBmmmum^^-r^mmt^-^u^^ (ekb) 

-^^aig«icfev%Tli«#^Brtg^^^b^-yn^^ (EKB) tlTg^ 

2] 

iB'H^a a* e> <d t - $ ma * & tetais^s ic *f -t & ? - * mm & n & e> ? - $ 

[0 0 0 1] 
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[0 0 0 2] 

-# (J£*T, CUVd fcn^^y (Content) £P^3") -f>#-*yh^(Z) 
*yh?-*, *^U#-F\ DVD, C D^©^«i^fBfcSB1»afc# 

IL-if(Dm*1"S P C (Personal Computer) , 
[0 0 0 3] 

^^&S#i**fc«b» V\&D VD, CD^fCT^-feX-f 

[0 0 0 4] 




ffiSE# 2001-3038675 



#2000—247463 



[0 0 0 5] 

yv\*. -m.mz^<D^mm, mmmizmftmm-tf&mztix^z. tot, z 

o 

[0 0 0 6] 

=L--*fx*3b2>£mnznf=.%izMLx<D&. m^^nr=.m^itny^yv^^ 

[0 0 0 7] 
[0 0 0 8] 

fcizm^zm^mz&mnbon it, lEMo^-i^c^n^ff-^bra, ^ 

£PI&-r£ : ktf>T*&3 0 ^©^©f^lft&^lCD E S (^-^ffiP#^ : De 
ta encryption standard) a 
[0 0 0 9] 
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[0010] 

&mmzmmtz>j5mx*2bv. tt&mAiztt-t zm^ticm*:* f©#siA*« 

»Cj:oT^^fcSnfe^*J±^flf«&**offiA©*^«#^*ih^T?§S. 
^MWfc^ft^^tOf^ftfcfcCDtCteR S A (Rivest-Shamir-Adleman) Hg-^# 

- if ic tt L T (7) # & # pT IB •* Z> 2/ ^ t- A # "ST fg £ & 2> o 
[0011] 

b j: e> h-rssH] 

> "T- > V £ & # "T 3 3 > -T- > V 3f - £ IE Mf & a. - if I c CD * £ ~T -5 «l JER tfi # < J£ 
JBStiT^S. ny^fyv^-- gftWlE&n n ^-r^y^ 

^xm^t^>^yv^r-^m.^Lxziy^yv^-^mm-^mii-t^mmt>m 

[0012] 
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n y t y v * - ©SBfgfrf icMM^M & Mfi-tZ> o Tft & e> . -J&tfJ&IS 

[0013] 

U -©^fST©^^ 7.\z^n^nyy-yvnm(D : y^-^y7.mM : k nSmt-tZ 
[0014] 

[sua 
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§ «£J& £ m 1" S r £ £ £ -r & t 1 - # &JIgfi (c $> z> „ 
[0 0 15] 

[0 0 16] 

Sr«^-r*A^±©3S»f*-, &J:t>*T&*-fC J; ^_h^^-cDBir■^^a5 :: - 
^ Sr^tf^S&^b^r-^n y V (EKB) &C J: oTlt#fl:2*l£ISiMT*&£ E K 
BSBff lSiiEgi£* U t&gB7 s -*&3I&Sfctir3H<R£t:* ^ U irA-f t©f|tH 
f?S*l*ffiSI83E«Lai±, fa IB EKB SBfjf fgflfii £ % ffffB^* ^ U ^ (C 

[0 0 17] 

«tSr#tfW«ffb^r-^Oy^ (EKB) fcfc, f&ffi*-y U U -7 S 

mmt*-7uv >; (ekb) titMi, ^iE^-^^aaisfftcfewst&ga 
ti^ ^ u r ^ t ©iiiEM$:i»± 1 1, ^lE?- $mmmm<D$m (u# 

[0018] 

(EKB) tC«fcoTBff#'fba*lll«3tlSEKBBB'(3S83iElt«, 1ft ft (A- 
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[0019] 

mm.o)mm^mmn & y - ? ^ Lxmm l tz.v u - <dji- b # & u - 7 * x* 
xbu-y*- (Kstd) T*m^itLXT-*mm!mm\%<Dmm^mz.&fflL 

[0 0 2 0] 

lay - 7ic*fiSLTias3*ifey -7^t-k:s^5^t,' BfffB^p- x y y 

itlsfc&^it*-~<Dm&Z.LT<D7 s rt4 X*--7Uy9 (DKB) fc-^-^JI 
[0 0 2 1 ] 

[0 0 2 2] 



1 o 
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ssse&ji # rtib t- & & m mmw. t. <d m tc & v ^ t wsfsaE^a & 

[0 0 2 3] 

9*'&timWs1t*r-'7U*j9 (EKB) {C «fc o THff ^-fbS *l & MEAT? & -5 E K 

Bi!isffi»s:f u tffiaf 5 - ^«Las«i:i&fB««^ ^ y ^ 

[0 0 2 4] 

t-* - # ^ m £$ * *f -r -5 9 >r ir y x & # ^ & 9 >f -fe y x v x -r- a t- & y , 

*^timmt*r-?Uy V (EKB) {C J: o XPt-^-ffc $ tlfeSSHttTfe £ E K B 

&a © ^*r&# £ u & & ^ u 

mmEKBmmm&m*M@k-tz>mmt*r--7uy ? (ekb) 

-^«tai^fitcfevA'rtttt#^BriB3&^»'ffc^r-yny^ (ekb) £UTffi# 
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[0 0 2 5] 

i a-ii^fi # e> £ & tetanus &c #1- & ^ - # ias§ & & e> ^ - # 

[0 0 2 6] 

# - :/a^A£=i>tf^-# or^«5^^!i«i-««#^S)«. ggflstt, CD 
^FD, MOfc£©|B»##, * v V V - * & if ©-g3ljSE#«! if, * 

[0 0 2 7] 
[0 0 2 8] 
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[0 0 2 9] 

^to 3>^>^BBfi#S l o T-*-^ra#l9:2 o (c^f LT> ny^yy%> 
[0 0 3 0] 

Mil LTtt^^U *^-f y * (Memory Stick:ffi«) ) ^ftfi, ^-^flLJI^ 

12 oj&*e><7 r -#iB«#a3 ojc^*^-*ffc*M£LJS, fc^tf^-^aaii^® 

[0 0 3 1 ] 

o 

[0 0 3 2] 

n>f>7ffii$Sl OiibTH >f h 1 1, *fM#ti£l 2, «fS 

@il3, DVD, CD^f-fTUmV, -13. 7 1 - # ^S^Jg 2 0 

©f^^fcbttt, A- v-^;i/=r>b: 0 rL-^ (PC) 21, jtf- * ?>-r A>f 

X (PD) 2 2, gt^'ttfS, PDA (Personal Digital Assistants) $E£)jjg;g 
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$S#§2 3, DVD, CD'JU-Vm&mmUZi^ ^-AS*2 4, ^t'J-* 
— K (ex. ^€'J-^r^>y^ ) fcfUJg L£H£^g 2 5 ^#&£ o 

3tl^T I -^ra#m2 OcD^/W^Ui, Ofrf>^gt2 

[0 0 3 3] 

ta, v-^i/n^tfo.-* (pc) ioo, 2 o o £ <k tKfH'ISigS 3 

ooKT'(Df-^ (n>^>^y) cD^gfrMM£^L£0-e&3o pciooa 
, :7n^A£J:t>^-#fB1s§:ffltf>^-- K-r-f *V (hd) £<3&c, ^ 

[0 0 3 4] 

^•-Vt;i/n>tfa-^ (PC) lOOIt >f>#-*yK 4fc#Elili^©# 
h ^-^JCgg^BflB'T?* U, MAW!, EMD (Electronic Music Distribu 

tiom m^mmm) fc£©^-i^;*&ti#vf sH^u&v^-^*:/o,*>f # 

, S41I2 0 0tcffiAtS. /\°-v^;bn>ifiz-# (PC) l o o & 

v^n^hTa-* (PC) looii, MxJ£, CD, DVD^^AiJbfcf- 

3? &n4it2 o o tcm^-r-So 

[0 0 3 5] 

SB'lt^S 3 0 0 li, H4gf2 0 0{C*fLT«JK iil^^'JX 
"X'-f y * (Memory Stick:^^) T'&U, 7 9 y S/a. * ^ U nTtBfc 

[0 0 3 6] 

BI2{C^"rj:-5lC, PC 10 0, #£igfi2 0 0, f3'ISI£tt 3 0 0 HKfcWS 
flia.kJMrjSS-r-*, M-r- #^©-7-* ^-#f38S, t 1 - 
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[0 0 3 7] 

±&<D£of£nyTyyizM?zm j $mmizmm?zm j %m. m^t^yry 
v&m^mmizmm-rzziyTyyic-. ^rcitziy^yv^-^m-^^-r^r^ 

MTzm^xumtz. 

[0 0 3 8] 

) n%.mmx&z> 0 -t^t>^msiz^-t^myv- (*) #it©#^(u-7 : 1 

eaf ) tf^tl^tMDT/U X fC*B^f £ 0 
[0 0 3 9] 

3 fc^-rpgjgy y - (*) fltfticfctfs, e^ou McM**t»© 

3f--fey h Sr^'J (C^M-T^o 0 3 ©MTISiC^f K 0 0 0 0~K 1111^ 

oi/-h3r-) ftTa^& 2#B©tis (y - k) izmmznt*- : kr 

~K 1 1 IS:; - K^p-fc^S. 
[0 0 4 0] 

03(3f7 U -flt/SJCfc^T, ix«f/HX0 (i'J-7^-K0 0 0 0i: 
, ;-K^-:K0 0 0, K00, KO, KR&Mtl>. f/H^5ttK0 1 
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0 1, K010, KOI. KO, KR&MtS. 7**4 7* 15tt. Kllll 
, Kill, Kll, Kl, KR$:MtS„ &£, 0 3 ©*/ U - IC lif/W X 
#0~l 5©l 6f@<z><*fH«£4x, y U -Hit =b4©«^©^|5© ttitc&^M 

, yv-(D&mc&^xmte£mmmm*w^z£tfBsifcx&z> 0 

[0 0 4 1 ] 

, ^ / w * *i & & <^M& s v ^£ 7 s a >f xtc * i# e # $ & $ n tz. y v i/ a. * ^ 

U^t&ftfflbfe^^U*- K, DVD, CD, MD^ ft * A ^©fB'Higfi 
[0 0 4 2] 

*.i*m3<D&mx'm/ut*B&* w^uxo, 1, 2, 3&Ri-©ga»« 

n * 4 tffr & L »J , #^ A Jg -r 5 a > <^ > y * - & b & 

B5«, H3©j^jm*e^^ap^ -rjasfc-bT^w^o, 1, 2, 3&io©^ 

[0 0 4 3] 
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[0 0 4 4] 

5 3ofl5f/H^0, 1, 2, 3it;-F^-i:Ut*a©*-K0 0, KO, 
KRS;«ttS. Z<D; - K^r-MM^^t £3£ICJ: 0ff*.tf#j®<Z> 
n^T-^y^f-SrTVW * 0, 1, 2, 3 0>#£SH$i*Sc:i:#«rfBi:fcS. fc 

tf, SffcJ&fttSI'hf&Uff'rsr i:«i<-7 r A>f * o, l, 2, 3©^tc^S©n> 

dp — K 0 OT?B|p#fbUfcffiE n c (KOO, Kcon) * y h ? - ? L 

Tfes^iiaaftjSEfrtcttjtti/TT 5 ^^ xo, i, 2, 3 icsE^-tntf, -t^w* 

0, 1, 2, 3<Z>##, ^^©r-VW^C^T^^-S^y - K*-K 
OO&f^TBff Enc (KOO, Kcon) 5:i^T3>f>^^- : K c o 
nfcft&ifctflirtBilfcS. Enc (Ka, Kb) ttKb.SrK at«fcot 

[0 0 4 5] 

tie 33 V^T, f/^X3 <Dffim , t&B :K0011,K001, 

KOO.KO.KR^Sf (Ay#-) K<fcyjS¥ffiS;riT»MLfc££tf$8j£l/ 

-etlJWI^, V^h, (f/H^O, 1, 2, 3 CD 

£#)JC&i. ; - K*- :K001,K00,K0,KR &f tlf feftdK (t 
) 001,K (t) 00, K (t) 0,K (t) RfCjgfrU f/U^O, 1, 2 
lC^©3g$T= 3 f-£fcx.£*&S# : &£ 0 ilt, K (t) aaatt, iKa a a© 
-fftft (Generation) : t CD35«f 3f-T*&£ i £. „ 
[0 0 4 6] 
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mm*-<DWM$flim'3\ t *xttim-t&. *-©3S«ftt, wz.\f* 04 (a) tc^ 

"T^^Kfc^-^n y * (EKB : Enabling Key Block) £ ^ n y * 7 s - 

#{C£oT«J&£ft3^-:/;i/££fc*W:*y h»7-*, feS v^tt|B»«#tc« 
»LTf;U^0, 1, 2 (C^-r^r hie ioTHfraftS. ^SMt* 
-■fnvV (EKB) tt, 0 3C^t*£e>& x y y-^£#iJ&i-S#l>-7^C*f 
J£^1r£^VW;UCfr7UCH#^£ft£*-£I^^1-S£&^ 

j££ft£„ «^-^D-y^ (EKB) 3f-3g*r:7n (KRB : Key 
Renewal Block) fcP^fcEtiS Zl £ 
[0 0 4 7] 

04 (A) JCa*^aMt3f--:7ny* (EKB) (cte, y - K3r-<z>3£*r©& 
Mfc^/W X<D&ifiJim Wfg^T-*- :/n y * 7 s - * £ LT«/*3 ft 

S„ 04©M&> 0 3 iZTjk-fV V -m&tp&rA-f X 0, 1, 2fC&V\T, fftft 

§o ma viz. tVw^o, -rvw^it*, Mify - K^r-i: u 

TK (t) 00, K (t) 0, K (t) Rtfi&STTf&y, WX2(i, jgffy 
— K=^r— tbtK (t) 001, K (t) 00, K (t) 0, K (t) Rtfifo& 

[0 0 4 8] 

04 (A) ©EKBfC^SftS ^-iJCEKBlCttajROfflp-^-fb^r-^^ft-S 
o STa©8!HHb3f--te, Enc (K0010, K (t) 001) T*&£ 0 3ft 

iif;w^2ffl^o >j-7*-ko oio \z^-oxmmt^nr=.^.mj - k^p- 

K (t) OOlTftU, r;UX2S, n%<DW-D U - 7*-i:iotiffllSf 
fb3f-£^#U K (t) OOlSjlSit^iS. fc-£lCj:»mfcK 

(t) 00 Uffl^t, 04 (A) ©TA^2®e©Bff#ffe;^r-E n c (K (t 
) 001, K (t) 00) &fc-^nrtifcj&y, Jg^fy-K^r-K (t) OO&f 
5it^*6. J!s*TJB#U 04 (A) <7>±^>b 2|gg(Z)Bgf-*Hb3f-E n c (K 

(t) 00, K (t) 0) Srfc-ifU JlffZ-K^-K (t) 0, 04 (A) (D 
±^e>iaiOH#ft*-Enc (K (t) 0, K (t) R) LK (t) 

R£f#£„ — W^KOOOO. KOOOllt J — F^r-KO 0 OtiJg 
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**lTfc£ 1% 3S$t/ - F3f-£ LTi&H&tfm, K (t) 00 
, K (t) 0, K (t) RTffcS. f/U^KOOOO. KOOOKt 04 ( 

A) (Z)±*^3iS©Btfft^-Enc (KOOO, K (t) 00) £^#UK 
(t) 0 0. £J&#U J^T, i4 (A) C±^?>2gI©«TO-Enc ( 

K (t) 00, K (t) 0) &«#U JSffy- K*-K (t) 0, 04 (A) 
©±*>?>iaifi!)lffM-Enc (K (t) 0, K (t) R) &i#bK (t 
) R£#£ 0 r©cfce»lCLT, f*A-f^O, 1, 2 &jg$fb£$tK (t) 00 1 
,K (t) 00, K (t) 0,K (t) R^It^T'tS. 04 (A) 

[0 0 4 9] 

0 3 £^yU-*IM0>J:ft®©7- F3f- : K (t) 0,K (t) R©5S*f 
K^r-KO 0CD«LCD5£«f^ai^SI*e»*»^tCtt, 04 ( 

B) ©^SMbdp-^ny* (EKB) &JB^53£Tf, 35$T - - K (t) 
oo&f/W^o, l, 2 {cSE*pt-£^£:;tfT*££o 

[0 0 5 0] 

04 (b) {c^-rEKBte, M;U£#^cD^;i/-^ic£v^&^£$T£&=r 
l-^;i/-^w©^A-rx o, i, 2, 3*«fesga»jKfr&fflv^Tfe»;, $t£&& 

ii©H>^>^=Sr-K (t) conWItfe^ttS. Z.(D£.g, fvU^O 
, 1, 2, 3 (DpkM<DJ - K^r-K 0 0 £jg§Tb£K (t) 00£fflVxT$Tfc& 
^jlWJgffn^^^^/dp- : K (t) con&Bf^ftlfcf-^Enc (K (t 
) , K (t) con) £04 (B) JC^f E K B £ £ %, {CgH^f £ 0 r^IH^lC 

[0 0 5 1 ] 

f&;fc*>, f^rt^O, 1, 2 l± E K B 2c #JJjI LT^fcK (t) 0 0 SrMv^ 
_tfBft#:££^#i-*U£, t ^^T-©n>^>^y^r-K (t) con£#£3,i: 
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[0 0 5 2] 

[ E K B 1/ n yf y V 3r - CDHWtr] 

0 t ^^©H^^^^^r-K (t) conlflSMitbt, K ( 

t) o o ^m^xmt^^mcDny^yy^-K (t) c o n 

#Enc (K (t) 00, K (t) con) £EI4 (B) JC^~t* EKBil S:fE<SS 
lft5:^btgIbferVH^0©ji!ia$:^t o fft*)*. E K B (C «fc ^>Bgr^-fb^ 
V &3>T->^/^r-K (t) contLfefltiS. 

[0 0 5 3] 

Ef5lC^-rj:e)}C, f/H^Olt fH^^tC^M^tlTVx^tM:^ : tt&j&<D 
E KB ^ LTV*S ;-K^-K0 0 0 £M^TJt*frL££ 

m&<DE KB&JgfCi: »J, y-K^r-K (t) 0 $ P> Jc, L 

fe5Sify-K^-K (t) o o &%\,\xnm=iy-Tyy*~K (t) con&^g 
#bt, mz.^ft*®im-tz>t=.mznfrt±vy-ftW^>v -^-ko o o or-ft-si- 

[0 0 5 4] 

[EKB07^-77 b ] 
0 6 -7U v V (EKB) ©7*-7*;h«&^t. A-^ 3 >6 

out ^ffc*-? v a ^ * (ekb) (dx-vs. yZm-tmm^-v&z. 

, A-^a^liiiflDEKB ZmM?'&tont:ziyTyV£<Dttftim&&B"rm 
MZft-o. mmt*--7uv Z (EKB) ©BEtfSfcGD^/W X&C*f^ 

EKB) ^(DT-ZnoittLn^TF-ttfJ y*T*2b U, ^ W>3f6 0 41i^^ 
Jf£#-f 6 0 5li»i&(3Dffi«S:^-rjK>f 
[0 0 5 5] 

[0 0 5 6] 
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i7T'(l 7-*-* £ LT$fcJC04 (A) TfSttWOfe^^b^r-^n y * (EKB 

) &33i#"rsffii&^bTv%s. zcom&^-ziz, mi&m (to tc^-t^e^c 

TFU^ttSc rcD^li, h*-tf)3gfT3r-K (t) R««^**ITV%S 

nc (K (t) 0, K (t) R) 0 7© (a) IZ^^MW -iZ^k-t^LM 
iZSbZo ZZT*. ifcO-r-^te, Enc (K (t) 00, K (t) 0) 

&V^»^M:l #IS*5£S*lS. {£ (L) £ (R) #40 £LXn& 

^tl-So l±a©f-*Enc (K (t) 0, K (t) R) CD^JCtt^- # 

T<Z)^-*£*y#t8£;**U 07 (c) lZxk?T-*PU &&Tf*lf&lifimf& 
[0 0 5 7] 

^-#Enc (Kxxx, Kyyy) A^y U - flffih'rCfilbt 
Enc (Kxxx, Kyyy) . . . #«UCfliMHfc; 3 tlfc^c-omn'r- * 

T, Will 

0:Enc(K(t)0, K(t)root) 
00:Enc (K (t) 00, K (t) 0) 
000:Enc (K((t) 000, K(T) 00) 
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[0 0 5 8] 

SI6{CMoT, E KB 7*-Ty MCO^T£ e>»CSilJ!f& 0 §£r (Signatur 
e) it. mmt*-zruv V (EKB) &3&f?LfcW;itffli<g3I n>-r 

^Hfc^-^n (EKB) XSoZZtzmM-fZ* 

[0 0 5 9] 

±3*®MT?tt, n^^y^-^^E KB £ £fe^tfi-£Wcov>TiB0J! 
htctfi. ny7 L yy*-T*ftf§r{tvfc3>7'yy£.> ^y^yy^-m^^-x 
m-%ftLfc^y"ryy*-£. EKB\z£^xm^ti>r=.ziy9-yy*r-m-%* 

[0 0 6 0] 

0 8 K£© H8 (a) JCa^flfo&tCfc V*T, Enc (K c 
on, content) 80 1 & % 3>:r>y (Content) £ zr > -r > x y 3f — ( 
Kcon) T?HgF#'fbLfc'7'— Enc (KEK, Kcon) 8 0 2 1£, 
n>-T->^/^r- (Kcon) £ 3 y-fyv *r-vm^- (KEK: Key Encrypt i 
on Key) -eSgp-^-ffc b tc^~ $ X$> »J , Enc (EKB, KEK) 8 0 3(i, n > 
f> v ;*-»f^-KEKS:IM*-yDyi' (EKB) iC «fc o T«©#-fbbfc 

[0 0 6 1] 

lit, 3>T-> % y*-Hff-^*-KEKtt, 0 3-e^t;-h>- (kooo 

, K0 0-) , &SV^i;i/- (KR) IMoTfe J: ££y-K3f 
- (KOOO, K0 0-) , &SV*tt;i/- (KR) tCfcoTfl&^ftSftfc 

[0 0 6 2] 

08 (b) #»©=i>-5 t > x y#:*7 : * 7K1|B#3*U -€-tl-?tl««HH5E n 



2 2 
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c (EKB, KEK) 8 0 5 &#Jffi LT^S*^©**/^*^, Z.(D£o&M 
mz&^Tlt. &T-$lzmVE n c (EKB, KEK) &#fln"t* £ < , 
Enc (EKB, KEK) {C U U >*5fe&a^-5*- # fCtfflD 

[0 0 6 3] 

0 9 IZny^yyic-m-^ir-KE K&, HI 3 {C^tV - F^-K0 0 fcjgfr 
UfcJS*r>>- K=*-K (t) OOtbTS^lfei^OM^t. SI 

3 cD*||#T'H^^^;^-^■^cfev^T^A-r ^ 3 #a^'««i©»«tc «fc u u # 

, 1, 2 tC*f LTH 9 JC^-T (a) |M*-^D7i' (EKB) (b) 3 

>^>vy^p- (Kcon) ^ny^-yV^r-Si^^r- (K E K = K (t) 00) 
T'Bg^ltLfcT 1 -* (c) ny^yv (content) fcH^^y^f- (Kc 

on) T*Pf^fcLfcT r -#i:£@Bf§"r<g>;i£lcj: U, f/^^O, 1, 2\%ny 

[0 0 6 4] 

^fcQL^flMKl: »J, H>5 1 > > y^-Ht#^r- (K E K = K (t) 0 0) 
tS. #ClC, K (t) 0 0|Cj;SSf(:J: l J3>f>^^-Kcon$:ML, 
^[:3>f>7Jf-Kco niZ J: U 3 >-r->y 5. 

jcty, ^/w;* o ttn^^^^&fUMBrffifcj&s. -r/w*i, 2ic&v^ : fc 

#^M^^^a#JlKT'EKB feftitSifclCj: U, 3 >-r > y 3f -ft -3* - ( 
K E K = K (t) 0 0) &#&"T5£fc#-eriBi:fcy, Bi(:n>f>^^IW 

[0 0 6 5] 

0 3 tC^-Tft&(Z)^;i/-^©^A-f X4, 5, ZI^Ir^©-? 1 -* (EK 

b) hfrt. urt), e*©Mtsy-7*-, y- k*-&m^t=i> 

-r-> % y^r-H&#=¥- (KEK = K (t) 0 0) SUllStSifc^SftK 



tfiSEE4# 2001-3038675 



#2000—247463 



-T'te, 3>f>*;*-BS#*-'(KEK = K (t) 0 0) fclfctf-TS Z. £. 
[0 0 6 6] 

[0 0 6 7] 

fcfc, m%ik*c--7nv V (ekb) , ny^-yv^r-. vfemtny^-yv^ 
-•fuv? (EKB) „ nyryy*-, Rt^ftn^f^^^DVD, CD^© 

-^D^ (EKB) ©tt-^tC«fcy»e>.*lS3>-5 i > % y^r-S:ffiM , rs<fc-5K:« 

«rte *H&-^-ffc n > ^ > y omit mm. ■t^^mm^sm^^- -tf -r a * & 

[0 0 6 8] 

mi oKumMmzm^ikny^yv hh^\zmmt*-7uv v (ekb) 
i~c4 sn,-se> tc#*iw =r >-r- > y jc*ris-t s ornmt *-^n^ 

(EKB) £ £lCA-^ 3 >M<Z)*$frfl:*-:/ 

dy? (EKB M) #*Mft3;ft"0*£ 0 MitfEKB_ltt3>f 1 S: 

l#ftLfe3>f>'^-Kc o n 1 Sr^-TSCOtCftfflSti, «AtfEKB_ 
2 li3>-T->^/C 2 ^Bf-JHtLfcn^-r^y^r-K c o n 2 ££j&-r-5C7){C^ffl 

sti^o icM'ett, ;t-j;3>Mc|»fl:*-^7^ (ekb_m) wm» 

ttftfcfcm&tlT&V. n>r>^C3, C4\$mm\:*--7Uy V (EKB 

M) tC^-jSflfW^tlTV^SOT?, ^SMt^-^ny ? (EKB M) ODtfHftCJ: 

>J3>t>7C3, C4©3>f>y^-S»fft5ri:^tS. EKB 1 



2 4 
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by- twos* &^>^itmmmmc^^mmic^^xtti j eti(Dziy'ryv^- 

fcfcJC&UfcE KB_1 , E K B 2 ilMli^^. 

[0 0 6 9] 

[iff u -flttioa^rf y -a« 

TflfcRU =3>^>^^r-> SHE*-, ICV4^^-, &S V^£:/D A =r 
-F, ^-^fc^Ml^-^ny * (EKB) H £ ^fCBf^Hfc UTIEff fS^i 

[0 0 7 0] 

®i i jcpgjiyy -fltjs©*-^^'; -©^jga>— w&^-r. hi iic&^t, 

M^U-*Ji©«±aiCtt, S3f-K r o o t 1 1 0 1 #»j£3*u J^T 

<Z>#f3©tCfcJ:y- K*- 1 1 0 2#«5£3*U «raJCti, 'J-7^-1103 

[0 0 7 1] 

nt, -Mt L"Cft±S^&*MSB©ft5 ; - F&A^rJy 7 - Kl 10 
[0 0 7 2] 

W^ifHi i ©UMigg© i -D(DJ- f i i o 5 tcte#^=n; [^^y 

-it mm) ] *«S8ss*i, z.<dj- TOTtca**^- f, y-^te^y* 
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[0 0 7 3] 

sittftts. Mx-iimtc^-r .k^tc^f^y [^y^T-w y-Ki 

1 0 5©2|ST«)y- KlC ^^E'Uf^ y^Sr^mbfc^-f ^©^-T-irUJC 

ic, t^Ar^y y- ki i o g^tjc, s£*ms§ 

fc^oTftfc, W^SMStBtf ^3" u jc^*ns Cphs] ;-ki 

108fc [3S#«fg] y- Fl 10 9 <fc3*5£"$-<5£fc#T'£&. 
[0 0 7 4] 

*>*M#&> *SV^tt»«-9— KT^#^, ftSCffi Cl*i£>&*& 

(EKB) &£j&LT@Ef9U Hj&y - KJ^TCO^A-T XlC*f LT(D»frJM 
[0 0 7 5] 

ats^-*-, 3>f> 4 ^a;u #wtv>j- \?*m&t.-tz>mmk*- 

•fu (EKB) &3Seic£jSLT, Ej&y - mTiClt5f/H XiCHMS 
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[0 0 7 6] 

mm e k b &c j: s -mmm&fi 

Zffife-rrtJX (U-7) 5B ^-BB^Sfe-rA-f *©ffi^LTV* 

, a, g, j - FlC^T«^fg&^Ml;3f-:/n y ? (EKB) 

[0 0 7 7] 

M^.«Mtf;i/- h^-K (t) roott'3>f>7t-K (t) con£Rf 
-*HC#L3gU E KB £.£.&\zmm'?2>m&$:^il2> 0 Z.COWs^. ^A-f*a, g 
, j tt, ^41^*17^11112 (b) tC^-TU -:7£J:t>V - K3f-£Mv^, EK 
BCD&JS&I^tLTK (t) root L 3S*f;i/- h * - K (t 

) rooti;J:oT3>f>^n-K (t) c o nfflftf ffil&Uff Ltai'f 

[0 0 7 8] 

Zl©»-&lC|i«34xS^-fb^-yny^ (EKB) Sl3tcm-r 
.fc^fCfcS. Ell 3 \Z7F-tm5hik3r--7Uv V (EKB) ftCDEJ 6 T?Si9! L 
frmmt*--7U v V (EKB) C7*-7»; MCUfc«ioT««Stlfct)©T? 

XMmhtz.£-DlZ& (L) , * (R) , ^tl^tl^^fSJlCT-'-^^fetl^O, & 
ttftfcS 1 £*tLT^£o 
[0 0 7 9] 

^8rft*-:/ny * (EKB) feSlgLfcf^WJU*, mmt*r-zfUv>; ( 
EKB) ©Pf^t^r-^^CS^T, JlB#CBf#fl:3f - tf>^g-5f#L3l L T 

v (ekb) \x, )i- bfr*>v -7£x<Dmm -g-^-r- 
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[0 0 8 0] 

^©Jco&^^Ht^-^ny ? (EKB) ©^-^SeBggWfc^tBfcUfcfllJifc 

iz-D^xmm-r^. 014 im*-^*^ (ekb) st^-sb^a^ 

[0 0 8 1 ] 

H13i:i«, U-7S:««t5f/W^a > g, j izft IT MAfcCn 
>f>y*-SSit5S#S«£tS. 0140 (a) {C^f^tC 3f-@2 
m?rt4 *lZ£^T(DfrWf&Zti2>V U -$:#^-r«.o r©|g^, 012 (b) 

^c^t-^ics^v^■rfffc^^u-=p^^LTlal 4 (b) <3D^y-»^#ig 

£*l£ 0 Kroot^Kj *T?tt^<^HS^J&< 1 o(A^©<&##&-f ;ftl£ J: 
<, Krootfr&KafiitfKgCSSfcftlCtt, K 0 JC#fl£ * -5 (7) 
<frT% 2Mi«©014 (a) y-#flMg3*lS. 
[0 0 8 2] 

014 (a) IC^-TJ: 3 tc, 7- F^LTKOcD^fc^offiMLfcy y-# 
£ftSc£*i£„ M^*-SBte<0fcfc©^&ft ! ¥-:7ny * (ekb) « % itie>© 
WI»yU-tC3I^V^T^-r*o 014 (a) jcavryy-w:, ^^f-fb^-^n 
y# (EKB) Sr«t#BTIBJ&*a8y-K*fettU-7S:STSi:bfe2^iiS^y 

u-*efes. Mffi*-mmv>f=.&><Dmmt*c-'7uv ? (ekb) & 

[0 0 8 3] 

%(Dmi 3 vmmLfemmt*-7uv ? (ekb) #y-?a, g, j 

014 (b) lC^-TJ:^tC*^li3 tfy MldcS:^-rs. Hi 
J3J:tf»2 Ify Mi, 013 CDM£, m&(DMQfc1t&*>, £ (L) , £ (R) . 
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[0 0 8 4] 

S^afr-ffc^f-T'n (EKB) fct, 014 (b) fC^i"J:e>tC, 0 1 3 lCa*-T 

it*-zTuvV (EKB) &gIbfe*f;W^a:, *^©jg3 if y Mci 

Sr^-TS* m*-\Z J r*4 * a ft, Hlf-JHt-?- # E n c ( K a , K 

(t) 0) & U -73f-K at'Sfbt, y-F^P-K (t) O&MLT, 7 
-F=¥-K (t) 0 iZkiX^mk^r-Z E n c (K (t) 0, K (t) roo 
t) JifbTK (t) r o o t Zmm-?Z>o fAM^jlt Bt-^^fb^-^En 
c (Kj, K (t) root) 5:'J-7dr-Kjt't#LT, K (t) root 

[0 0 8 5] 

&JBV^W8Ht*-:7n<y* (EKB) -5 3 £ fC «fc »; , ^fcv^-** 

©^aj-fb^.-^ny^ (ekb) sr^-rsiii^BriBiiJ&y, m^t^r-^u 

(EKB) ©•5 s -*BBM^Sfrs»s»lc^fT«riBt«:*. 
[0 0 8 6] 

DTaa3tSti*Jfe^fcofc»J, feSV^tt-TA^ ny-ryvrf 
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■SffcLfcy 'J-5:SiiltEKBl:^t5ri:(Cj: U, 3 *l x :/ 

kb) <D%.®„ mm&~*sffi£&2>o T■>f*^^©«a«^a^cov^T^±«© 

[0 0 8 7] 

Zl© J: otem%it*--7U v V (EKB) ft, ^f^fX^, DVDf® 
«W*ffi«liM'r-*i:LT©*yfi|Si:&*tf^'fb*-^'Dv^ (EKB) iC 
^3&ffc*-:7ni (EKB) JC^*tlSHgP#-fb^r— ^--jf Sr^^aPCDMJM^- 
EKB) bm<D*V Ny-^^^btlilftSi^t LTfcJ:^ 

o 

[0 0 8 8] 

&tc, ±&Ltc.mmyv-mi&&mmis£.m%i{t*-7uy9 (ekb) \z£ 

[0 0 8 9] 
[0 0 9 0] 

Ell 5tC^-TJ;e)lC, 3a«^«3 0 0tt, M/Ui, ^Mffll^^a-^ 3 1, it 
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[0 0 9 1 ] 
CfftlfP^^-^S 3] 
01 5iZijk-t£t)lZ. mm^PzL-JV3 3 fcfc, SLffclB^-y h 5 0 

. h 5 1, m$L&/Wi%=L-V h 5 2, ^S^IliE^-^ h 5 3, 

ik/ / & J %=L-y h 5 4 fe<fct>*M^IrLn>y h 5 5 $:^t5 0 ffj^l^ Pol - )V 3 3 

ffi1±&V^e>lCB#>A°-^£^LTV^ 0 h 5 0 te. UMftZL 

m^Z$:tf2>£. 64tf*;h.(8;Uh) ©SUR*:^'*--^ 
[0 0 9 2] 

fH'H^L— v h 5 1 it. MX-li. EE P ROM (Electrically Erasable Program 
mable Read Only Memory) & $8ffi * ^ U T*& *j . ^iE^SlCi^^^ll^ 1 

-^fcif©*!*©'?-* &IB1iL*0*S. 016li, ia«3.— h 5 1 JC|a«S 

5 1 tt, I K0~I K3K I Dnfc£tfffi1*ffi&!'7 s - 

# K s t m^fE'li LT V^„ 
[0 0 9 3] 

an**?-* i ko~i K3i«, iHH^fis o oifin&mn 2 0 0 ^rax^ 

iCfgfiE^T 1 -* I K0~ I K31<Z>e> ^ — tf>fSiM^-##^>#A{C^#*£;ft£ 
o ISflgtT 1 -* I K0~ I K31& <fctfgB'»Mi6"7 s -* K s t mli, gB1B$g 

S3 0 0©^SP^e>3ll5«)*V^J:^lC*oTV^S. gWtJf-^IDmH |H« 
if 3 0 0 tcMLTrL--^{c#^^tlfe»J5 r -^T'S>U, ^x&-T -5 <fc 3 JC. 

mrnmms o o##£$sfg2 o o ^raT^si^^e^ic^ffi^T^ 



3 1 
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u 3 4 icffiHS^siKtcJSv^tis. 

[0 0 9 4] 

m%.&/W.%?-—V V 5 2 tt, Mx.fc£, ISO/IEC 9 7 9 7©MAC(»es 
sage Authentication Code) £*6D^i* ©SlWSrffo # -5 

. ;itf>££, MACifCtt, "Block cipher Algorithm" £ bT F I P 

S PUB 4 6 - 2 lZMfe£tl%> D E S (Data Encryption Standard) #Jff ^tl-S 

[0 0 9 5] 

ffiSfgHEn^-/ h 5 3 n^mmz 0 0*^t-r-ftf-^§:A*lT7 
9? S/a^^EU 3 4 JC«£&tfS&f£&ff3<Z>fC$fcS£oT, 0 0 fc<Z)|8f 

T?ffi2»SE«iSS:^f "5. *B2SliE3.- y h 5 3 tt, 79 y S/a.* ^ U 3 4 

a^tf-T^ a*-?-* £SE*ffiLT?f#i=gB2 0 0 K&ji-? ZMftltfio (D\Z% 

5 3te, *B23gIE&8ncl3V*T, t&JELfeMACmiSSrff ^. ^StfBSSttMM 
TM±, IBHrLn*; h 5 1 U:aai*3*iTv^^-*#;Bv^;tx.5 0 
[0 0 9 6] 

B^-iHt/^-Sf-^-y h 5 4 DES, IDEA, M I S T Y^ifC^n >y ^ 

mp#r;i/JuxA-??<z)Bip#-ffcS:ff -5- tMts^- fips pubsi 

"DES MODES OF OPERATION" {Cl^^tlt^S J;9^E 
C B (Electronic Code Book) ^— K& J: tfC B C (Cipher Block Chaining) ^6 — 
KT*&£o Bgf-^ft/^-5§-rL- y h 5 4 DES, IDEA, MISTY 

B^E- KfeJitfCBC^- SIECB^- K33«fctfC B C i E- K©^" 

n v ?m-%it/m-%xi,*. mfe2ftt=.mT-z zm^xm&ztifcT- * 
it/m^-t&o wm=L-v v 5 5 sL«»*3.-v h s o, mm^L-v v 5 1 

, HWila-^ h 5 2, flSfgSEn.- y h 5 3 £J:tfHff-^b/tt-&:i=.y 
h 5 4 ©&«&jKSLTf01(H-S. 
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[0 0 9 7] 
(77VJ/a^t'J 3 4 3 

77'V^i^ : E , J3 4(t MAli, 3 2M/Hhffl8B1l§i&ftS. 7 9 y 
S/n.^ U 3 4 {Ctt, fflSME:* — y Y 5 3 fC££g£^g2 0 0 £fS'H^® 3 

3 lCJ:£|S£=!gg2 0 0 £fE<R=g»3 0 0 £ (D\&<DmS.mU^mtZ J: o XiEm& 

xn^mu2 o o icffiij^ti^o 

[0 0 9 8] 

JS*T> 77r>a^=E'J 3 4 (CEflSnSf-* £0^tf)7tf-V>y Mco 
V^T^f Sl71t S/a^tiJ 3 4 JC3B«3*l<5'7 5 -* & SHEA'S 

fctb(Dm'V&Z> a m 1 7 iZ^k-f J: e> tC, 77*^>a^^iJ 3 4 JCl£> H 

5„ ZZX% S4fl77>f;Hib7'y^f-^77^;i/©S4$:fIt5fl 
[0 0 9 9] 

018tt, S4fl77>fMiia&^b, Ell 9# — O (lffi) ODATRA 
C3f-^77>f;i/©M$:^t„ I4ta7 7^;Hl 16KBiSfi©77 
>f;i/T*&Sc ATRAC3f-^77>f;Wt Wfit'tot, ^©JBtt^y 

^ft\zm<m^(»m^it'Zfttz. : gmT-z tfrhtzz, m&^y#%i6 

[0 10 0] 

S4fi7 7>f;Hj:, 'sy*', l ;W h □ - K©^^ 'J * - KOMNM 1 - 
S, 2AMh3-F©^ ; E'J*-K©^iNM2-S, ffiJlRtf>#£^- ?7l/T R 
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K T B L, *^y#-K£#©#flnffr«INF-Sfcrt*&fcS. V s — ~7 T -{ )\> 
(D^M^B'^^v l/Hfn-K©i^NMl, 2AWhn-K 

h^yi'O^-fi^Chy'^ttlTRKINF, A-yff# 
PRTINFil, h9y*©#flnfit?RINFi:*p&fcS. 'sy^Ctt, *&A-y 

[0101] 

IttA^^:MbTATRAC3fflt^f-^^l< 0 W^^-^li, 16K 

ATRAC3f-i'77>f^t|i©t*f-*^©3>f> , yf-*©*' , e 
[0 10 2] 

EJ2 0&, S4ta7 7^;i/PBLISTO»f-^M^t. 
l77-f;bPB LISTIi, \V=7-X% (1^D»;9=16KB) ©f>fXT^ 
®2 o A{cj^f\*y 3 2 AW hfr&j&s. B2 0BlC^t'\y^M 

©SU^Hi, * *EU # - K^lC^f-r 5»M1 -S (2 5 6AWJO, £rtaN 
M2-S (5 1 2 AW h) , 0t-*HL$*lfc3>^>y 3r- (CONTENT SK 
EY) , MAC. S-YMDhmst, S^IHSSf ItSf-^T RKT B 

l (8 o o;u h) , ^^'j^j- K^#tc*r-r*#anfii*i nf-s (i 47 2 

[0103] 

U^M7T4 0 2 0 AlC^-t (0x0000) £J:t>* (0x0010 

1 6 AW Ni£&T*|K^«3*l£ip.&&*n v V £.m-t&o 7 7>fMSI 1 fc«fctfj£ 

*^e>jlKtCB23tl«- Reservedi:Sia$IXT^5f-^H 

CD-? — # ^r^L/TV^-g),, 3®fit3i;i/ (0x0 0) ^*^4xSj^, ra#*#*lTV^T 
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3£o £©^#^©«g&»H:iSlb"3-5o Opt ioni:fMW% 

&J8LfcV\$g-£«\ £T Reserved fcRf SJft^i: 3*1-5. 

[0104] 
BLKID-TLO (4/U h) 
MM : BLOCKID FILE ID 

mm : H&mm^rj )\s<D%mx*&&z.}L*mm-tz>tc.tb(Dm. 

jM : WfeM = " TL = 0" (MxJf 0 x 5 4 4 C 2 D 3 0) 
MCode (2/W h) 
S>5fc : MAKER CODE 

mm : ia«L/fc«»®, ^^Mi-rsn- k 

f :±fil0^vh U-#-n-K) T&6lfyh (113-K) 
REVISION (4 M h) 
£1$ : P B L I STfflS^ii0|![ 

[0 10 5] 
SN 1 C + L (2/-W 1>) 

-r 

00: £^=2- KttiB£l,fcv*. 2itifc£LT®e>^£: 

01: ASCII (American Standard Code for Information Interchange) 

02:ASCII+KANA 03:modif ided8859-l 

81:MS-JIS 82:KS C 5601-1989 83:GB(Great Br itain)2312-80 
90 :S-JIS (Japanese Industrial Standards) (for Voice) 0 
[0 10 6] 

fg3-K ( L ) IZT&IA^ h-erta© J: e)tCEBU Tech 3258 M/tlCiSCT 
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00: L&V'v 08:German 09:English OA:Spanish 

0F:French 15: Italian lD:Dutch 
65:Korean 69:Japanese 75:Chinese 

[0 10 7] 
SN 2 C + L b) 

mm : nm2 - smmzmfrn&t^vfi- F<D&m (2;wh) (Dm'&zm 

t 

mm : SffltSifn- Fhffgn- K£#l A>f ht^t 
flg : _tx& btSNlC+Lt |Sf— 
SINFSIZE (2/W h) 

i:*-fXlj:0x 0 0 0 1^P)0x39C (9 2 4) 
T-TRK (2;1>f b) 
MW : TOTAL TRACK NUMBER 

fit: 12)^0x0190 (®^4 0 0 h5>^) , t 1 - # *^V^»^l±*-;b 

V e r N o (2;H b) 
Mtfi : 7*— *7y b<DA-i?a 

kb) iz£zmm*-<D&mttMfr^frZmtT-& t i,x%mm^tis a 

ffi : #1 0x0100 (Verl. 0) 

0x0203 (Ver2. 3) 0 
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[0 10 8] 

±7&Lrc\y xizmKmmzWfrn&T-* (02 ob) K^^T&>T\z$im 

[0109] 
NM 1 - S 

mm-. **v*j- F±mzM?z> 1 m h<D&m 

tifT-'-^cD^Tii, ^iMWii-K (0x0 0) zmg&tiZt 

HI (0x0020) (0x00) ^l/U hJ^±f3#t--g>r i: 

NM 2 - S 

mm-. 2 a>t h©*^3- K7?*ofcBrsE«©i&s5v : -* (1^512) £ 

ffi (0x0120) ^?>^;i/ (Oxoo) hJ^-hfB^-r-S^i: 
« : &mJC^n- K. 
[0 110] 
EKB_version (4A-f h) 

!53*©PiJiyU-#^lC«fcS^J&ft^r-^ , ny^ (EKB) fCj;oT*g 

«$tisn>^>^^-©1fi:^#, 33£tf/*fctt^a&-ffc*-:/ny* (EK 
B) 077>f;i/^5:^t o 

PB»^U-«5^lCJ:*^^b^-^ny^ (EKB) lCj:oTig^^tl 
5n>f>7Jp-$:^5^i?)ffl«=5r-yny^ (EKB) 
U: O^&OxFFS:? 
[0 111] 
E (Kstm, Kcon) (8;Uh) 



3 7 
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h U-^=5p- (Kstm) T*m^4tLfcT-* a 

mm : nyTywrn^mmizfemztiz 

-fit: 0j&»e»0xFFFFFFFFFFFFFFFF4Tf 
[0 112] 
E (KEKn, Kcon) (8;Hh) 

u-fluajcfcs^fb^-^ny^ (ekb) jc«toTai«stis^-Hgp#fb* 

-KEKniCi otHfft Vtz.?-** 

t: 0*&0xFFFFFFFFFFFFFFFF4T? 
[0113] 
C_MAC [0] (8/H h) 

mm : n^a^r^^©-? 5 -*, mm^yryvmm^ny^-yv^m 

fflo BB^-* S-YMDhms#&*3ftTV^#^CH:, C_MAC [0] 

IB: O^SOxFFFFFFFFFFFFFFFFi-e. 
[0 1 14] 
MG R 

MM : 3>f>^#-©aS 

8MB: OxOOT*. □>f>^ :3 r-Kconil, E (KEKn, Kcon) © 
M^mV. 0x01 T', E (KEKn, Kcon) 
ft : O^PjOxO 1 tt* 
[0 115] 

S-YMDhms h) (Option) 

: fffflT^^^if zm^m%$vmm^f=.4z • h • .a • # • # • # 



3 8 
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fl£:25-31bfyh ^ 0-99 (1980-2079) 
2 1-2 4 t?7 h ft 0-12 
16-20 tfyhB0-31 
ll-15^h H 0-23 
05-10H*>yh^0-59 
0 0 - 0 4 fcf y h fP 0-29(2 0 
s-YMDhms(t =i y^f y vm^^^(D n y^y V *MB#fC35fr $ 

[0 116] 
T R K- n n n 

I»:S4t^ATRAC3f-f7T^MSQN {is-TyX) ## 
^fg : T R K I N F (D ^ <D F N o SriBiifr"^ 
-fit: l^MOO (0x190) 

I N F - S 

©M) 

[0 117] 

S4fl7 7-f ;i/CDS:^C7)^n y h£LT, 'sy # ft 1^1 — (7) B LK I 

D-TLOt, MCodet RE V I S I ONt^tl^. 
[0 118] 
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<D&tpx*mi?;mTfim£.-tz>£. ^ss^ikore v i s i oNCD-it^-st^-r 

[0119] 

l^n^ (16KB) <Z>$fcMP#K:@j£1BB LKID-TLO 
T*&£ 0 Lfrfe, 3. (7) M/fiM BLKID — TLOli, -?Uy 9 Gi^y ZIBETS'? 

[0120] 

^fc-r-***??**;, ATRAC3f-^77^f;HCil,T!t ^ny^## 
BLOCK S E R I AL##tt&*l*CV^S 0 ATRAC 3f-^ 77-f 

mnW&(D7T-( /ltfi*=eV1l- F±{C#^E-TS©T% CONNUM0T' 
3>-r'> x y©|EJ5fJ&f?fWfc± , T?, BLOCK S E R I A L Vn 

#$&£u f at t>mnrc.m&e) ? fr£>mmt>mm£ & z> a mn-r&nm- 

0ATRAC3r-^77^;i/tt, M©B LOCKt«$tlSi:^lC, XEffc 
LTIEtt£*l&Rrtg'ffi#&£cZ)T% H-ATRAC3f-*77>f^S:i)Jt5 
B LOCK&¥!f)3fJf SfcftlCCONNUMO &JgV*<5fc#tC, |WJ — ATRAC 3 
-r-# 7 7 4 JlsftCDg-&m*7"U y *#-J£B LOCK SERI ALT'MtS 

o 

[0121] 
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-#-n-K (MCode) ifi^u v V (0$fcSi:5f5MK:SB»3*lTV*.& o 
[0122] 

[0123] 
INF 

: FIELD ID 

ffi : 0 x 6 9 
I D 

mm : mumm^-n- k 

i: O^yxFF 
SIZE 

mm : ^-^im xw:etfn?&stf, ^-r 4;w h©«»te^fctt*itffc&fc 

;i/ (0x0 0) -e*l#)T£< ^i: 

f: 1 6^^ 1 4 7 8 4 (0 x 3 9 CO) 

MCode 

Mfo : MAKER CODE 

mm : IE»Lfc«R»a), * ^^l/Srlttarj-rsn- K 

fi:±ffil0l^vN (*-#-3-K) TffiBlfyh (iSn-K) 
C + L 

MM : 5fe^e> l 2 A-f N gfr£©^-#M^fc#fr;ft3;£^<DM'f££^t-r 

fft : Btf^©SNC + Li:[BlD 
DATA 

mm : mmattnaftmr-* 
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mm : -%m-Bk7- ^-zoftmtmz. 1 2/w h a* y, 

. 7 s - * s ;u (Oxoo) T-ilftS^i: 

[0124] 

0 2 1 JC, ATRAC 3f-^77^;i/A 3 D n n n n (J^r- % ffi^JM 

>f ;b ( l 7*n y £#^£;ftTv^„ H2 1 T*te, zi© 2 :/n y ? ( 1 6 x 2 

= 32 K;H h) (D^-^n >y h<D9cffi<DJi4 b (0x0 0 0 0~0x7FF0) 
#3*3*iTV^S. EI 2 2 lc#HLT^"rJ:e>&c. HtA*^fflft3(*»&3 2;H 
^A?/^*»J, 2 5 6;Hh*<ftM«NMl (2 5 6/Wh) f*»J, 5 
1 2A>T h^iM^NM2 (5 1 2 7^ h) T*&£ 0 M'ffi'N V #tf> ^ V #VL \% 

[0125] 
BLKID-HDO h) 
&l$ : BLOCKID FILE ID 

mm : ATRAC 3 7- # 7 T 4 fr<&9o&'V1b& Z. £&mWl"? &fc8><Dfe 
: = " HD=0" (HA«:0x4 8 4 4 2D3 0) 

[0 12 6] 
MC ode (2;U h) 
jfttfc : MAKER CODE 

mm : 3B»L-fe«M&0>, =EfA5:S9Jt5 3- K 

fi:±ffii0^h T&6if-/h (iln- K) 

[0127] 
BLOCK SERIAL (4;W M 

#11 : >y ^©5fcBStt0^e>^i: y#c®7*n y + l o'o-r U ^ > h 

It : 0 J: 'Ji&t l J 0 x F F F F F F F F Jf. 
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[0 12 8] 
N1C+L (2AMh) 

MM-. (nmi) (Dm-vtzm-t 

mm : nm i iz&Hzn&jc^n- pt-mm^- ks#i;w bvm-t 

m : SN 1 C + L^ISf — 
[0129] 
N2C+L h) 
MM: V<7V>7 (ffi£) 7 s -* (NM 2 ) ©M'ffi^^t" 

f: SN1 C+Ltm— 
[0 13 0] 
INFSIZE (2 A-T h) 

i:t^XliOx00OO*&Ox3C 6 (9 6 6) 
[0131] 
T - P RT (2 A-Y h) 

-fit: 1^60 x 2 8 5 (645 dec) 
[0 13 2] 
T - S U (4 /U h) 

5, 44. 1 kHz<Z)t>^U>raMt'f ^nfcl 0 2 4t>^;i/^ (10 2 
4X16If-yhX2ft>^;i/) ©tf-T^ a*-?-* &Jfo 1/10 JCjEEi»0fc« 
gAMh©f-^^SUT'feS 0 lSUtt, ^ratC^imLT^2 3 mf^fCfcS. 
JtStt, m=f-lZRSS UtC^oT 1 O(Z>A-y#«J&£;ft£ 0 1?^*##4 2 
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-fit: OxOlfrfeOxOOlFFFFF 
[0133] 
INX (2;Hh) (Option) 
MQfc : INDEX (Dffittmpft 

mm : ffi0>3tf©## (#««FJ&as^) ©^fcavrtf-f >*„ ffi©$fcg(#*> 

fflfiiS: S U0li$: 1/4 LfcMStS. il^CD S U© 4 

3 ©1519 (*&9 3m#) IC^^S 
fit : 0*?>OxFFFF (ft*, *5 6 0 8 4 #) 
[0134] 
XT (2;M b) (Option) 
: INDEX ©?f£Hfr|Sf 

tsie : i n x-nnnT*mfez ft &%mfrbn£-f s<%i%m<z> s u <Dmwz 1/4 

U : 0 x 0 0 0 0 : 0x0 lfr^OxFFFE (ft* 6 0 8 4 #) 

0 x F F F F : ©©Jftfr »J * T?. 
[0 13 5] 

mzm&ffi®NM 1 fcJ:tfNM2 {CoV^M-f 
[0136] 
NM 1 

mm: l^>f h©j£^n- K^Lfe«rgE*<Offii& (ft*T*2 5 6) 
i&ByT-'-^^^Ttt, ^fMSSSn- K (0x0 0) &»£&tf^£: 
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M (0x0020) frfcs;!/ (0x00) £ l A-f hJ^_tfESt-t£z:£ 
-fit : K 

[0 13 7] 
NM 2 

mm : 2 7W KT'iliLfeRr^CDi&fffT 1 -* (S*T'5 1 2) 

i&ltf^-^^HTli. &1*te3g=r-K (0x0 0) &«£&tf£fc 

m (0x0120) (0x00) £ 2 A-f h JgiUlSB**?* £ £ £ 

[0 13 8] 

JBffi^y #*tf>@S&fi (0 x 3 2 0) fre>&£S, 8 0/H b<D7-# £ 

©fi5:-SbTfatS 0 Bf2 3 ICT RK I N F©gB£-&^-f= TRKINF 

[0139] 
E K I (1 M h) 

: tjicoiesy u -«^ic &&mmt*--7u v z (ekb> \z&^xm. 

m^tl^m-^itny^-yv^r- : E (KEKn, Kcon) Sr^fT Z> J&^fr 

ii: bit 7 = lt^-f > bit7 = 0T'ib. bit7 = 0©i#tt, 
EKB_version, E (KEKn, Kcon) li#M*flB. 
i: 0A>?i0xFFit 
[0 14 0] 
EKB_version (4;Wh) 

: m7&OmmV U -H^JCfcS^^b^r-^n y * (EKB) ICiotJI 

«stisn>-r>y^-©tftf^#^ fii0t/ifctt«^f-yn*^ (EK 
B) 077^ ;i/^r$:^-r 0 



4 5 
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mm : mmv v -mmz£z>mmt*-7nv ? (ekb) iz^-ox^m^n 

&ny^yv*-*?frth&tc.®><DM%}ik*-7u y V (ekb) *B1r a 

U '■ O^&OxFFiT! 
[0141] 
E (Kstm, Kcon) (8A-YN) 

(D*hV-y*r- (Kstm) Xm L Z „ 

: 0*e»0xFFFFFFFFFFFFFFFF4Tf 
[0 14 2] 
E (KEKn, Kcon) ( 8 h) 

v-m&izj:&m%j4k*-zfny9 (ekb) iz&^xm&zti&^-mmt* 

i:0id^0xFFFFFFFFFFFFFFFF$t' 
[0143] 
C_MAC [n] M 

&IB : 3>^>y||;«#-5§-£^tmmtf>TRK I NF©^fci;bi/-^>X 

[0144] 
A ( 1 A>f h) 

: n-vom^. 
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fejEU N=0, lffl^y^AJi, b i t 7^1Ttyft5:0, 
(L + R) ©#©#8!Ifc Joints- K&=E;5^/i:LtIgt5. b i t 2 

[0 14 5] 

AClfy hOtt, x>7r^;*©;4->/;*:7<Z>fiMR&7gj£U t^y h 1 te, # 
4SKIP^, jt^lf£;fr©fiM8&7gffcU fcfyS2l£, ^-#|E3\ 
-T^ ^T 1 -*^, F AXf ©ffifflf - ^ ^©f i4»So tf-/N3te, * 

S^- K©ffiT?»»;, (N = 0, 1) , LP (N=2) , SP (N = 4) , 

EX (N=5) , HQ (N=7) (0 5 HHCD^ — FtCo V^T, ( 6 4 M 

*1^£*iTVn£ 0 1 S U(Z)/W h!£&> (^y : 13 6 K L P : 1 9 2 A 

>f K S P : 3 0 4/"W K EX : 3 8 4/H K HQ: 5 1 

o £ £IC, tf y h 7 iCjcoT, ATRACSO^-F (0 : Dual 1 : Joint ) 

[0 14 6] 

— 0U£l/T, 64MB0^ ; EU*-F™U S P^t- K©tg-&lCOV*T3B 
WTS. 6 4MB©^ J EiJ KJCtt, 3 9 6 8^D>^^fc§„ SP^-FT' 
ti, 1 S U#3 0 4 M'^S©T% 1 >y 5 3 S U^#4f5„ IS 
Utt, (1 0 2 4/4 4 1 0 0) ^CfflStS. ftot, l^a-^tt, (10 
24/44100) X 5 3 X (3968-16) =486 3 f3> = 81^ 

mm i/- hit. 

(44100/1024) X304X8=104737 bps 

£ 

[0 14 7] 

LT (lA^fF) 

« i» : n§LW&-y^*f (tfy h 7 £J:tftf>y h 6) tt^a l Jf-i'^-^H> 
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(tfy f> 5 - h 0) 

mm : z. (d h ^ v v fc m l- Tfjpw^^^ s z. t. zm-t 

m : tf V b 7 : 0 =*TO& L- 1 =ffJPW »j 
l^y h 6 : 0=8§|5I|*J l=SSPratl 

bfy h 5 - tfy h 0 : -fe^rnU^'f A-^a>0 ( 0 J^T&*U«££S 
ih£-r&) 

[0 14 8] 
FN o (2;U h) 

: «#HCfB^£*l£B|CD h^y iolOiit ;* ^ U # - K 1*1 tf> 

-fit: l#*£0xl90 (400) 
[0 14 9] 

MG (D) SERIAL — nnn (1 67^h (upper: 8, Lower: 
8) ) 

MM: mmm%§<£>-t*3.VTJ 7UvV (t^a'JrY IC20) ©S/U7;i/ 

U: 0 £ OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF 
[0 15 0] 
CONNUM h) 

tsig : mmc^m^nx^<mmo)m^mmm^o)^^a. v^-j tnzz 

#: 0A^0xFFFFFFFF o 
[0151] 

YMDhms-S (Option) 
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YMDhms-E (4/Uh) (Option) 

mm-. EMDx*mfe?zu£wt-*s$:mT-t2>B#F 

[01 52] 
XCC (lA>fh) 

mm : atr-flfflffli 

[0 15 3] 
CT ( 1 h) (Option) 

mvk : n^mm 

|: 0x00~0xFF T^d^MO^li, OxOOtSl. 

LT©bit 7#n?CT0H@#O 0 &*Sih-f Si 

[0154] 
CC ( 1 /W M 

: COPY CONTROL 

mm : zrhT-fiflfflr 

i:@25 o bfy N 6 J:tf 7 tC J: o T 3 tT-«!l«rft*&^ 

<fc t>* l ti, 

CCCDflf: (bit 7, 6) 1 1 : Mfflm<D 3 fcf - SrffBT, 01:3tf-^ih 
,00:1 ®©3tr- $rfF"sr (b i t 3, 2) 00: r^n^&^L^-f 

CDfr&Of^^A/fttTIi (bit7, 6)1*0 0, (bit 3, 2) it 
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0 0 £f£& 

[0 1 5 5] 
CN ( 1 A4 h) (Option) 

MM : W&"rJ )in¥—H S CMS (High speed Serial Copy Management 
System) {z £ Vt Z> n ¥ - & rT MM 

fig : 0 0 : 3 hT-*Lifc, Olfr&OxFE: m& 0 x F F : tmSt^M PS. 
[0 15 6] 

-hifcUfc b^vtrmmn^TRK I NFtC^VAT, 0 x 0 3 7 0^P>*&** 2 
4 h CD^r— # &A — y*gMM(DA~-yW$BtM1$ P R T I N F fcnftf, 1 
h^y ? £^ifc©A-yT'^&^£«-£fc, ^r^f»©Jii#icP RT I NF^i^ 

TVA< 0 02 6iCPRTINFfflM^f o P RT I N F^Cf-^Co^t 

[0 15 7] 

P RT S I Z E (4 h) 
MM : A'-^t^X 

mm : : 2 AM h (*_tfl0 , S U : 1 

h (_Lfl0 , H7SU : l;H h («Tfl0 
i:^^*: l*&0xlF4 0 (8000), mife SU: O^^OxAO 
(16 0) , mrSU :0*&0xA0 (160) (fiU SU©»*.;#1±, 0 
, 1, 2, £0fr^m%}-t2>) 

[0 15 8] 
P RT K E Y (8 h) 

U: 0#"oOxFFFFFFFFFFFFFFFF 
[0159] 
CONNUMO ( 4 h) 



5 0 
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m - ny9-yy%mm^®Mm*-tmvm£zn2>o 

[0 16 0] 

02 HClSo ATRAC3f-^77^;i/©Mtt/\^;5!*tfJ{Cli > ®2 1{C^ 
[0161] 

±j&Lfc.m&'W XlZMLX. ATRAC3f-^77^M^D7i'©f 

v - # {c o v ^ r j^t izmm -t Z> o 

[0 16 2] 
BLKID-A3D ( 4 7 W h) 
jfttic : BLOCKID FILE ID 

ftfg : ATRAC S-r- ^©5feS"e*SifcS:l«M'r«fe«>©'lli 
-HI : MfeM = " A 3 D M (i^ti0 x4 1 3 3 4 4 2 0) 
[0163] 
MC ode h) 
Si* : MAKER CODE 

fit: _k<£i otfy h (*-#-=i-F) Tffieifyh (iln-K) 

[0164] 
CONNUM0 (4 A>f h) 



5 1 
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[0 16 5] 
BLOCK SERIAL (4 A4 b) 

tSM 3 tl T % fit £ m 1 2 i± & V ^ 
fit : OJ:»Jtt*yOxFFFFFFFF*t 
[0 16 6] 
BLOCK-SEED (8A'>f h) 

fit : ®ffliZ8A4 b<D$m 
[0167] 

INITIALIZATION VECTOR (8/Hb) 
fit 

tifg : :/n y ^cD^felSiio tfccD-^n >y ^teg^tf) s ucog^cDBg 

■3ffc3*lfc8,*>f h(Z>fit„ tV'W FSftfc^O*; &©l&^l±|»&SU 

fit: 0A»?)0xFFFFFFFFFFFFFFFF 
[0 16 8] 
S U- n n n 

: Wis b=L—V b<DT-& 

A-f hBttfUfc*. *B£S*iT 5 fcffl&3E'f[:31t&V* (—Mil L-T, SP^-K© 
^fT'«, N = 3 8 4;Hh) 
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ft : AT R AC 3 (Dt~ # ffi. 
[0169] 

02 1-7? 14, N=3 84t^§©t> 1 ^D7^tC4 2 SU^f ^tlSo 

Dyh (2;Hh) (CBLKI D-A3 D, MCode, CONNUM0, BL 
OCK SERIAL^iCfMS. ^^T, 1 ^Dy ^©^»J©i«M^ 
>fhtt, (16, 384-384X42-16X3 = 208 (yt>fh) 
Cl(Z>tttlC_tafeLfc«fc3lC, 8;UKDBLOCK S E E D tfzlMtClBfcS 4x4 

a 

[0 17 0] 

jttf, ATRAC 3^TfJEEHIS*lTV>S. ffiBCD^Matf-fr ? > Ki- y h S U 

©jE^Tj^tt, ATRAC3^iffflATRACOT^fflCODEC^t't)j: 
[0171] 

[0 17 2] 
(75»;i/a^ ; E , J ^31 *E t?rz. - ;i/ 3 5 ] 
75yJ/a^ : E , Jfa : Eya-;i3 5 75y J/a^^'J 3 4'\©T r -#tf) 

[0173] 

El 5 (C^-TH £=gfi 2 0 OCDffj&lCOV^M"^, f?£2gfi 2 0 0 tt, #[ 
XML, 1, iifS>f >^-7i>f7s4 2, UH=Ei;a-;i/4 3 

, »m : E^i-;i/4 4, JEEI8/#^ ; E^3.-;i/4 5, *tr-;2j4 6, D/A3E& 
#14 7 J: A/ Drifts 4 8 fc^lTS. 
[0174] 
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[0 17 5] 

eii 5c^t £?iz. mm^v=L-;v4 3 h 6 o 

% IHilrL-^ N 6 1, tt^JES/HSIJIt^.-*; h 6 2, ffl2fgfErL- y h 6 3 , 1$ 
b 6 4 ^«kt>*ft|#rL- y h 6 5 fflffiPE a. - ;i/ 4 3 

»^i-^6 0li, 6 4fc^yh (8A>fh) ©gL 

ffc£5B£-r&o SBflUi-y h 6 1 It ^Ej!!ia[:M^S^<Dr-^ £ fait It 

[0 17 6] 

&S£/S/&ISIKC:a.— */ h 6 2 tt, I S O/ I E C 9 7 9 7 ©MA CW. 

"Block cipher Algorithm" £ UT F I P S PUB 4 6 - 2 (CS!/£ 2 tl<5 D E S 
[0 17 7] 

^S^IlrL- >y h 6 3 tt, mx\i. ziy\±3.-Z-frt>Xj]ht=.*-T z >( 
# 5:fB'liaft3 0 0 tCffi*"TSl&f^S:ff "5©tC5fcitoT, ABUSES 3 0 0 
T«2fg3iE«ta&ff "5. ffi2f8liE3.-y h 6 3 ii, 3Bffit&«3 OO^W 

^Y^-^SrA^i-SSjff^Srff ^©tc3fci£oT, fH'«iStt3 0 0 fcCRlTff 

assEfflasrfT-*). ms.nu3.-y b 6 3 ii^t^iics^t, is 

j4LfeMAC?SII?:S:fT^. ^StfBSgSSE&JI-ett:, fHUn.- y h 6 1 £3B«3*i 
TV^-r-^tfMv^ftS. fBSSSSE^- y h 6 3 te. i^SfJCJcSKT, #J 

/\°- v^-;i/=r>ifrL-# (PC) l o o mi* y h u- V Jt<Z)n > tf 
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y\£=L-$ (PC) 1 0 0&£W£*y hV~?±(Dny¥3.-* £(Dmx*ffi£. 
[0178] 

mmt/'&^^-V V 6 4 f<jSz&bkJ:e>lC, FIPS PUB 8 1 CIS 
Stl^ECB^e- K£J:t>*CBC^- K£»^&CJB^T >y ?Bf#fl:£fT ? 

o 

[0179] 

m^lt/'&^^L-V h 6 4 F I P S 8 1 <D^- Ktf>e> ECB=E-Fi3 
J:^CBC=E-F©tf?:IMcfte). f f ft/tf ^-y h 6 4 li 

, CBC^e- KfC£V^T. M*J£5 6 KTy h©^-* k *m^T, 

[0 18 0] 

ffl'ffl=L-V h6 51t SL^#§^n.- «y h 6 0, fB'H^-y h 6 1 , m&f&/m 
W.n=L-V h 6 2, ffiS.MM=L-V h 6 3 fc^tfflf^b/^-^-y H64©^ 

[0181] 

m^V=L~)\yA 4] 
HMfe^ S^a - ;i, 4 4 te, \i. mi 6 lc^i"<t e> icia'K^S 3 0 0©77>y 
^a^^ij 3 4 f^tcfa'HStife h^y 77^;i/&, n. - if 2^ £ ©M^g 

[0 18 2] 

CJ±fa/#s ; E^^-;i/4 5] 

tlt~*-TJ Jt?-Z LfrmcUg.-? ZffilZ, ATR AC 3jjj£X*]±m2 

g^4 7lcm*-T-5 0 W;tMC, CD, D VD&£V^P C 1 i^ibKtS^tc 

ATRAC 3 %j%T*J±m-tZ>o 
[0183] 
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[D/A^g|#§4 7] 

[0184] 
[Xtf-;*j4 6] 

[0 18 5] 
[A/D^#§4 8] 

a/dmi#§4 8&, MiH CD^^-t 7^e5A*L^rf-n^^;©^ 

a 

[0 18 6] 
C^^U 4 9] 

^ i EU4 9.tt, E 2 PROM (ex. 7 =y v i/ =l * =E U ) T*& »J , iu 

iSLfe*-fM^n'y^ (EKB) , &£V^±EKB{CS^V>T£J&£*1£t ; 
;HX^r-yn>^ (DKB) ^©if-^f, irVW^IM^LTtf^A-f X 
I D^tftejftStlS. 
[0 18 7] 

[ 3 y t y v 7 - # <d f Btt iifi ic St -T £ &*ft#L3I £ J: tff$£*&JI] 

ei i 5 izm-rn^mmz o o sBtggfis o ot©r^t'it n>f> ( yf- 

-f&*)*>> H£l£g2 0 0**£3BttMgfi3 0 0®75>y J/a^^U 3 
4tC#^§f s -*|B«&3i#ll*T3*l, 3<bfC, I2«8«3 0 0©75yi/a^ 

€ u 3 4 j&*e>#£ss«2 o 0izM-t2>7-zn£.®imtfnfi2nz> a 

[0 18 8] 

0^£>fBHi£g3 0 0©77'Vi/a^^'J 3 4 JC^Tr*"?- * ffi»*!L3i «: H 2 8 

<d y u - £ m v n t m m -r £ . 
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[0189] 

#£g*a3j:tfiB«$sswu r-zmmizfttt* *f^f^-/s 2701, 
s 2 7 0 2\zB-tms.Mm#! i mzmft-tz>o mzqiz. &mmmtt&*m^tc 

*B5S8$E*S? (IS0/IEC 9798-2) @ 2 9 fC& V%T #:!«HgF#2f5£i: 

29{Cfc^T, £-f, B#6 4 tfy h©SURRb &£f£U RbSitJtgaOl 
Dt'*5ID (b) £ AJCjfMfTS. 3*l£^f§L£Ate, fffefC 6 4 bf y h © 
SURRa«:£j£U Ra, Rb, ID (b) CAJiKfC, DE SCDCBCt- KtH 
K a b S:ffik\tf-4f fcflf-JHfcU BJCjgSI'tS. ft|K a b fcfc, Afc,fctf 

BJC^©j|J*«^LT*tl^tl©ia»lS^rtlC«3«-rsjltT?*>S 0 DE S©C 
BC€- K&fflV^fejtKa b iCitSPf-JHtfllJlli, M^-l^DE S £JSv*fefltBilC 
fcVMTtt, *JSHBilR a i:&^W»fflfD0, DE SBgHHf^lHCfcVxT, 0iKa 
b Zm^Tm^tL. m-^JCE 1 &£fifcU MttTBgHf^E 1 fcRb fc&gNBW 
HSfrlU DE SUr^fbSPJCfcV^T, UK a b £M^TBgf-5HtU m^JCEZZ 
£f*U 3<b&C, m^JCE2 HID (b) fc&gMBttaftJIflJU DESBt#^fbSP 
IC&V^T, UK a b V^TBff^fc L/T^L/feBSP#XE 3 £ IC <fc o T 
# (Token-AB) &^J5R*r«5. 
[0 19 0] 

£t\ «P#AE 1 &SSE*-Ka blftg^bb, SURRa&fcS. #cfC, 
Hf-^^CE 2 &&3E*-K a b T*^#ttU -eoM^i: E 1 &3Mtfil»a&3lfH U R 
bfcfS*. JftffclC, f^#:$CE 3 £fgIIE3f-K a bT'^-JHtU f«i:E2?: 
#N&£tfj|&3SftI U ID(b)5:||5 0 ie> LT^^tlfeR a, Rb, ID(b)C^) 
RbfcitFl D ( b ) B^fbfctO^-at *2HftfE-rs. ^CD^IE 
JCj®ofc»#, BttA&iE^&fcCDilLTSSEfS. 
[0191] 

ftJCBtt, SSSElj&fCftffl-rs-fe^S/a^^r- (Kses) 
mt. SUR&JfV**) „ LT> Rb, R a, Kses GOJlfilC, DESfflCBC 
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[0 19 2] 

leJlT^l^tltRb, Ra, Ksesffifi, RbfeitFRa^, Atf^fg^fc 

ft CD #> (D&ilgl i: b T ftJM £ tl -5 o 
[0 19 3] 

fcfc, ^ff-?- # ©BSSfC, ^IE, fro *g2l§ 

lEtf^flfcUfcfcOfcLT&aS&teT (S 2 7 0 3T'No) t«. 
[0194] 

ffiSWM (S 2 7 0 3T'Yes) U Xf'V 2 7 0 4 iCfe 

Hi 5©a«£Ji!Ui-y h 6 0Tf^bfcSL«S:MV%T«^/ii«»a.-y h 
6 2 lCfcV*T2g*?3*l-5. 
[0 19 5] 

#CK, XtV^S 2 7 0 5 fCE^T, (1) a>f>7^-Kcon?:« 
dp-^n^y^ (EKB) *^3t#S4xSHgp#fl:=¥-KEKS:MV^TfliP#'fb«tab 
T, E (KEK, Kcon) Sr^^f £ £ h % (2) n>f>y^-Kco 
n&&gE&3lCJ3V>T£/*Lfc*y S/a (Kses) T'Bf mtmM ZMft 

LT, E (Kses, Kcon) &£j&UT, IB 1ft $£ til (^^'JA- K) JCSI# 

[0 19 6] 

Xf«y^S 2 7 0 6T'H 3B1KSiB#f?£!£SfrS>£feLfcE (Kses, K 
con) 5:t«yi/H>^-TtfLT3>f>^*-Kcon5:MU $ £ IC 
, K c o n £fBlS^gfC^#>&M2*lT^£X h Iz-S^-K s t mfCjcoTfff 
-^ffcLTE (Kstm, Kcon) &£j*U Sr^^^fi(C^#^e = 
[0 19 7] 
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nzLmmiz. ^^s 2 7 0 7i;fe^t, ^f>^s 2 7 0 5 

L£E (KEK, Kcon), £ J: ^Xt 1 y :/ S 2 7 0 6 "CfBflMBSIKfr ^fi L 
£E (Kstm, Kcon) -feffiV^T, f-*7r>f;i/ (0 2 1 #flg) ifefltfft'* 

[0198] 

^f?;7'S 2 7 0 8f:fe^T, IB'H^« U^U^-K) ff£^«fr&£ 
[0 19 9] 

fltStCJ: »J, f-i(77>f;i/©h7*;^tSai«TRK INFf- 
#lCte, 5fcC^lfc02 1, 0 2 3 iZ^-t «fc ? IC, 3>f>^^r-Kcon& 
mmt*-zruvt (EKB) #£JR#3;txSI©#to*-KEK&MV*Tlfc#ffc; 
#LSL£E (KEK, Kcon) 3>f>y^f-K con SffiftKfilCf ft 
|§»StlT^-5^ h Iz-i/^r-K s t mlC ioTff ftbfcE (Kstm, Kc 
o n) (D 2 o©Ht#^3>7 : -> > y^-^t&^$4xe^tlC^-5 0 
[0 2 0 0] 

W^-*, mm^-zmoim^ikWMte. =r>^>y3f-Kc o n£ 
- * tci£^5 v > t #A - y * £ tt y n v V m&(D ft-Zitm & MMlz £ 
[0 2 0 1] 

r(Z)J;e)^■7 i -^7T-f;I/$:fflV^^#MaltC^3V^T^i, f?£iigg&, E (K 
EK, Kcon) E (Kstm, Kcon) (D^^iFtljplkMIRtifylZjMM LT 

n^^y^f-K c o n £Jfc#nrfBh&>g> 0 

[0 2 0 2] 

#CtC, #£l£«2 0 0#1B«3£S3 0 00:79 vS/a^U 3 4 (C&M£*l£. 
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[0 2 0 3] 

u%.mmi$&mmmmiz> ?-*i&m\z%tL*>. tfxf'^s 2901, 
s 2 9 0 2 izB-t^uummzmfi-tZo z.<Dmmt. 9uizmwLt=.m2 9© 
j&mtmmT'&z* ms.uu^mLf^m^ (S 2 9 0 3t-No) %im*m 

[0 2 0 4] 

ffiliKW (S 2 9 0 3T'Yes) bfe^li, y ^ S 2 9 0 4 JC& 

f-^ 7 r b 7 «y WT R K I NFf- 

*&t&2Eu ny^-yv*- (Kcon) <ni&mw5L*nm't & . zcommm 

*-i»ft7*D«;i' (EKB) JCioT^WStlSHf-^-fb^r-KEKJC^o 
TBt-^^t^tlfe=i>^>^^r-, -t&fc>*>E (KEK. Kcon) #f6iW3*lT 
V^*^j^S:?ffS!I"r««iai , r&So E (KEK. Kcon) (D^Mlt. ft©® 2 
1, 2 3 T^E^L^t 1 -* 7 T-f ;i/4i©h7>^MI^TRK I NFf-^O 
[EKI] (Z^-^UC J: U JpMRTtBTfSxS. 
[0 2 0 5] 

E (KEK. Kcon) frT V^#^ Uf^^S 2 9 0 6T'Ye s 

) tt, -A^rv-f S 2 9 0 7 {Cit^, *r-mmtzfUv V (EKB) ©*&«ICJ:»; 
, B|p^fc*-KEKS:«I#L/T, I&#b£Hif-i#'ft*-KE K{C<fc E (KEK 
. Kcon) feftf IT, 3>f>y*-Kcon«;]S#tS. 
[0 2 0 6] 

E (KEK. Kcon) #&M3*lT VN&V^-lr (*7^y ^ S 2 9 0 6 T'N o 
) tt, 7r>y7 , S 2 9 0 8lCfc^T, SB'H^S^MW^ ^ 3 3 {CfcV^T, 

SBWgfitC^&f&WStlTV^S* h U-y^-K s t miZ «£oTHf#ffcb£E ( 
K s t m, Kcon) h I/-^^-K s t ml: iottf IT, £^C, 
2SSE«iaitCfiV^TS^SfeJ:tfa3«SiaT»^L/fc'fey S/a >=¥-K s e s 
"VB&^-ffc l/lt^r—S E (Kses, Kcon) &MbT, ff^iggJCiiff 

o 
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[0 2 0 7] 

n^Mlt, ^r»^S 2 9 0 9ICfeV^, gBttSSSfr&gfgUfcE (Kse 
s, Kcon) l:-fe>yi/3>^-Ks e st't#lT3>f>7^-Kcon?: 

[0 2 0 8] 

Xf>y^S2 9 10T'lt Xf-y^S 2 9 0 7, ifct^T'^S 2 9 0 9ffl 
V^ftfrfC^T^fiL^II^^ydf-K c o n IC <fc 'J l©#tf;=3 > V 

[0 2 0 9] 

^©i^tc, mmtnyfyv(Dn^m\z.^x. u&mmit, e (kek 

, Kcon) *mmt*-ZfUv V (EKB) j&* tlSfffb^r- K E K 

s t mfC .fcoTHIMHfcL&E (Kstm, Kcon) JCS^J < ym*2&5'* Z> 
, v^i I *ifrtf>#! f Jg£l£^-'r£z:£{C <fc Un>f^*-K con 

[0 2 10] 
[0 2 1 1 ] 

[KEKi»»LfeEKB©7*-7»; h] 

m^me *m^Tmmt*--7u v v cekb) ©«b»47*-7*;h:^ 

V^TSHSOfctf, ££>JC, ap — Pip-i§-fb^r— (KEK) %%mt*r- y V (E 
KB) izW^LTUW?zm&<DMfaW&T-*mm.Mlz^^TMW?Z> a 
[0 2 12] 

SJ3 1 lC*-R!HHfc*- (KEK) fc^^Mt^f-T'n-/* (EKB) {CfeML 
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l±, ^ffl77^f ;i/^^^JC^DT^-Bf#-fbdr- (KEK) 
(JffibT, KEKCi^J E (KEK, Kcon) ^^.^LXny^-yV^-'K 
con Wl/T3>f>^^5:ifTt5 0 £-7-*- # (Co ^T^0^1"-5 O 

[0213] 
B LK I D-EKB (4/H h) 
Si* : BLOCKID FILE ID 

mm : Mit##^r>r ;v<DftmT*&z>z.titmi}-tz>fc8)0)m 

H)M=" E K B" (Iill0x4 54 B4 2 2 0) 
[0214] 
MC o d e (2/H h) 
S5fc : MAKER CODE 

[0 2 15] 

L K F 

: LINK FILE INFORMATION 
ft|g : KDE KBlCj:oTlfc#2*l5KE K^jSM Rltg^n ^ T* 

IB : 0~0xFF 

b i t 7 : S^S^T-f;!/ (P B L I S T) iC^ffl : 1 , : 0 

b i t 6 : Bfct&^y *M ( I CV) &C^M : 1> : 0 

b i t 5~0 : V*?—zf 
[0216] 
LINK count 
Si* : LINK COUNT 

mm : U ltV^77^;i/ («jttfATRACK377>f^) £fc 
|g : 0~OxFFFFFFFF 
[0 2 17] 
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Vers ion 
ftGfe : VERSION 

mm : mmm^mmyT-(jv(DA-vmy^m-t 0 

te: 0~0 x F F F F F F F F 
[0 2 18] 

E A 

Mtfi : Encryption Algorithm 

mm : mmmmBimm7Tj )v<d h u-^mmrjv^v x^^-t . 

ffi : 0 — 0 x F F 

OOh: 3DES: h U ^Jl/DE S^E- KtCfcSJ&a 
0 1h:DES : S/>^;i/DE S^- KtC«fcS*aa 
fcfc, h V ^il/DE St- K(C J: £#tJSte, 2 «^a_hCDf£##t33f- 

[0219] 
KEK1 

: Key Encrypting Key 
ii:^-Wb^n7^ (EKB) tptofl,- (M±m =¥-TBf#^ 

i: O^OxFFFFFFFFFFFFFFFF 
[0 2 2 0] 
K E K 2 
Mtfi : Key Encrypting Key 

mm: *-|j»ftyn^ (EKB) cfi©;i/-Ndp- (ft±&) ^--eBff^b 
$ tl n > 7- y V 3f - f& # 3f - 

ffi : 0~OxFFFFFFFFFFFFFFFF 
[0 2 2 1] 
E (Version) 

MtfH : Encrypted Version 

mm : ^-«yn^ (EKB) h*- (*_hfiO 3f-T*&if-*Hfc; 
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-fit: 0~OxFFFFFFFFFFFFFFFF 
[0 2 2 2] 
Size of tag part 
MtfH : Size of tag part 

mm : mmmtfr^mn7T *(D*ir&ft<D*)'>( X (B y t 

e) 

fit : 0~0xFFFFFFFF 
[0 2 2 3] 
Size of Key part 
: Size of key part 

mm : mmmm^mm7T^ K*M}&-t2>T-*<D*-3$-<DVj x (b y t 

e) 

0~0xFFFFFFFF 
[0 2 2 4] 
Size of Sign part 
: Size of sign part 

mm : mmmm^mm7T4 )\y*mm-tz>7"-#(Dv-4>mfr<Dv-( x cb y 

t e ) 

-fit: 0~0xFFFFFFFF 
[0 2 2 5] 
Tag part 
Mtfi : Tag part 

mm : HB^fti^nrtt^B^T-f ^fe^^s^-*©*^^©^-* 

-fit : -T^TCOM 

8 A-f Mcti^&v^i^io t**i#)T 8/i-f Met- s. 

[0 2 2 6] 
Key part 
: Key part 
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[0 2 2 7] 
Signature part 
Mtfi : Signature part 

mm : mmmwtvsmm? 7 ^ ji*Mf&-?z>T-*<Dm% (signature 

[0 2 2 8] 

-5 mmmm^'mm ^ r ;wc ^ vmrnm ft ^smm 7 7^w^ mm 2 n & k 

e K#^M^tg&n>^> v yT r -#-e&& u -7t4 ©»j 

7-*-* [LKF] tfteHftStl, ^^tc, u LT^&yrJ Jl (0J;t«ATR 
ACK377^fil/) j$t£ lt©r- # [Line Count] tfftiStiS, 
H^Sfitt, [LKF], [Link Count] -5 ,T £ J: U , 

^ <fc -e <Z> Sit £ *0 £ d £ # bT IB H & -5 . 
[0 2 2 9] 

MJ^-# [LKF] , U>j'l/TVA577>f^ (UAtfATRACK37T>f 
LT©f-* [Line Count] &/§VnT, Str^WlC^- * <D& 

[0 2 3 0] 

7^i/a^ : E'J3 4{:M^tlfef-^7 7^;«M?:^t 0 ZZT'te, Wsg 

— 9- (H I F I ) to? 4 h U flfi: LT^LTV>&#, £ £tC, 

Ii77'f^fflf'f h U ^filtt) J: 

[0 2 3 1 ] 
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03 2 tc^-tw^-*©^ u tea, s*ira7T-r;i/ (pblis 

T) , tfft3>f>yi:ttaSfflATRACK3f-*77>f^ ( A 3 D ) 

^**i*o s&jc nmgkmz.it, w&v>Mmt*-'7uv>7?7 4)\' (ekb 

n) ^ftiBSnS. ATRACK3f-^77^jl/ ( A 3 D) ©*fc-£*MJCjgfl! 
t-5=r>^>y^-£^#^££&<7^3Mfc3f-^n »;^77>f;b (EKB n) 
«, ATRACK3f-^77>f;i/ (A 3D) IZ<££ ft5 aKW > * JC <fc o TOTJ 
2ft£ 0 S3 2{C^t-J:e){C, ^©W^-^D'^??^;^ (EKB 1 ) 
3 10 1 (3) ©ATRACK3f-^77^;i/ (A 3 D) 0>fc#*&3llC 

[0 2 3 2] 

mmt*-7u >y VyrJ)\s (E KB 1 ) 3 10 1 tC*fjCSif-£@frff 
HfF"rW#7T-r;i/© [Line Count] &C& 3 0(7)=i>^>*/fCjgM£ 

[0 2 3 3] 

H3 20j:^ J :»3>f>^77^il/, ai©f»-7*n^!?7 7'f 

tB-&©«3:7n-3:ei3 3 ic^-Tc 
[0 2 3 4] 

03 3tf>#t3g&£, M^-lifH'll^Si: LTCO^^U K&#£=gglC-fey h L- 
[0 2 3 5] 

*1% Xr>V7*S 3 2 0 UC^^t, M£.^Mlt, #'5f©EKB77 / f^® h 
5*; ?'ff#&M*JfcU, [Line Count] ^fx>y^t5. $?)iC, [ 
Line Count] <D* V y hifctf^l^tf)^ "bJlRfC ^Sbjgtf) ^tl^Mifc 
[n] fflEKB77^;^l«t5. TO [n] fct, #£S£fi©ffiJfc;* *E U 

[0 2 3 6] 
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#IC, ^TVZfS 3 2 0 2 3!^0feEKB<O*aatCJ: *J, [n 

[0 2 3 7] 

#uc, *T-y^s 3 2 o 3 icfcv^T, S^t-sn^-r^y 

JcaM-TSKEK^RAMJCftjlftStlTV^^^&JfHI^L, Ye s 
^r^^S 3 2 0 5iCl*, -£tf)*f/SK E KSCS^T, E (KEK, Kcon 
) &I#L/tn>f>7^-OTlT, ^fy^S 3 2 0 9fS4, -T&*>*> 
, ttftbfcn^^y^-lcj:*^-*©^, n£.mm*mft-fZ> 0 
[0 2 3 8] 

XtV^S 3 2 0 4 tCfe^T. ©tt-BlCjM"** K E K#R A 

MJCtel|ft3*l*r^J&:V>*£l±, 7*7- V 7 S 3 2 0 6 tC£V>T, XhU-^-t 
Rl#'ffcStlfe3>'T-> , y^-, "5, E (Kstm, Kcon) <Z>^*R&£| 

^ L, Xff^S 3 2 0 7 ICifeV^T, E (Kstm, Kcon) (D 

[0 2 3 9] 

Xf^^S 3 2 0 6iC33V>T, E (Kstm, Kcon) #&V^¥!|)t 

ztizt, ^(zm^MM^yTyyizmm^^gEKBzmw^mfrb'mnisT 

, 5l#LfeE KB©«#«ta»C J: »J KE K£lfc?#U 3ft f# IfeKEKtCiSE ( 
KEK, Kcon) <DQ&#m b T 3 V 3f - IT, Ts^rVf 

S 3 2 0 9T'I4, 1"^t>t>, m^bfen^-r-^^^r-lCfcSf 2 -^©^, H 

[0 2 4 0] 

(EKB) 0 [Line Count] [Line Count 

bTfe<*^dti:-r*ii:»cj:y, 3>^>^s^«ia©isjc, isv^wr ram 
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[0 2 4 1 ] 

\.*r-mitoitzfU*j9 (EKB) {Ci^fgfE^-gefg] 
±&<Dm%iik*(—"7Uy>7 (EKB) h tz * - V*T, ^lEE^L 

[0 2 4 2] 

^JtfllBaF#*^:S:MV%fe«SS83iE*i56 (ISO/IEC 9798-2) $fcfC02 9£M 

IiK a b ?:±^(Z)^M^-^n «v ^ (EKB) fc^ffi L T glC@g fair- 

's. 

[0 2 4 3] 

123 4feJ:tfH3 5izmm<£>7^4 XlZ&m<DMU*- I KnSrfM^P-^ 
n«y? (EKB) KJtoTMfSttJSflff&aVr. H 3 4 lif/W ^ 0 , 1, 2 
, 3 fC*tO"Ctt-5BTIIfcOTE3f- I K n £IB#t-3M> IS 3 5 li^/W X 0, 1 
, 2, 3^0f;HX3&'J^-i? (SERft) LTf/WXO, 1, 2{C*fLTtf> 

[0 2 4 4] 

03 4©MT'H Jgffy-K=¥-K (t) OOlCkot, SSIIE^r- I K n £B£ 
-SHfcbfeT 1 -* (b) £££>IC, T-*A-r^0, 1, 2, 3 fCfeVMr^tl^ftlCD^ 

■tsy-K*-, u - y*c-~*m^T-g.ffi-znt=.; - k*-k (t) oo&i# 
^tBfc^-ft^p-^n y ? (ekb) s^jBRorBB^-tSo -ttiiptio^-f ^ 
®3 4 ©^Mc^-r <fce>ic^-r, ekb^s tsiiiciy, jg 

ffStlfe^-K^r-K (t) OOSKfU Jfe^Lfcy - K3r-K (t) 

0 0 &MV*TH&-iHb3*lfc§gIiE3p- :Enc (K (t) 00, I K n) 
T38SE*- I K n £W£ZL£#RrtB£&£ 0 
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[0 2 4 5] 

■€-<Z>ft&©7VW;*4, 5, 6, 7 -lZm-<D%%}ik*-7U y >7 (EKB) £ 

Ltt)gt©Mts; - k^-, u-^-tn*, ekb &#i3abT3g$T 

$tlfey-K=3r-K (t) 0 0 Zmm-?Z>Z.£.tfX*g&^<DXu g^iZJE^teT 
X IZtt L T © ^ISII^r - £ 6 ^ h tfT* £ 6 . 

[0 2 4 6] 

3*iTv^£ it, &<D*f -T&;fo*>, -5VW;*0, l, 2, \z 
*TbT©*1ft-^nriB«5^^b^r-^ny^ (EKB) &£/£LTBH§ LfcWT?* 
03 5{C^-T (a) mmt*-'7Uv V (EKB) (b) fg3E3f- (I 

Kn) &y-K3f- (K (t) 0 0) *eHiP^fbLfe7 5 -*«:ffi# > r-&. 
[0 2 4 7] 

v^fets^atcj;y, jgify-K^- (k (t) oo) k ( 

t) 0 OtCfcSfc-^lCfcyfgfiE*- I KnSlRitS. 
[0 2 4 8] 

flS0^-^0f/H^, WAtff/H^4, 5, 6-fcL rcDIsf^©-?-^ 
(EKB) Lfcfcttt, ©^^"tSU-^^-, y-F^r-$:MVN 

T3gff7- K*- (k (t) oo) &iRfrrs;ii:#-c£fcv^ mmzv#-z 

Hf^-K^r- (K (t) 0 0) ^HfS3i:^t'tf, iE^^ISflJ^^t^T 1 

a >f x ##me * - & m# b t mm t % - £ # «r te £ & * . 

[0 2 4 9] 

^©ie>{C, EKBS:3pJffiLfe»aE^r-©IBjJISMV^«, 5 s - **&4>fc < 

fg£&£ 0 ^M^r-^n-y^ (EKB) SC «fc o TBg-SHt £ *l£ 

EKBIfifEitt, 1£fS (A-^3>) «3S#fc3*U 1ft^(Z)35«f«ia*<^ 
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[0 2 5 0] 
[0 2 5 1 ] 

3£{c, E KB &5flJMbfci8IiE*-<Z>BJj£&Mv**itf, * ^ V KJg«f-©3B 
[0 2 5 2] 

ft©® 2 8-3 0 £J3^Ttftn;!L£J:?(C, IBISES IB L£n 

mm. n&iGMKis^xi** ms.Mummtf^72ti, mTLmmmm<Dm.\i^ 

& Z> V a ttlBtt##fr <b ©t-*- # S£ £ "Tig 
[0 2 5 3] 

dtUbCD^^U^U K&ffiffll/fc-r-*8B», #^^a^n-$:|2I3 6 fC 

fc^f?**. Xr>^S 3 5 0 2|Cfi^T, ISSEf&ir L tcfr'gfr S *0j£ U JEfcsi 
L£r £Z0kft£ IT^f-y^S 3 5 0 3 &Cjt#> S8iI*fB&#fcfcv*iH«fflGfl; 
, M^.«A-Kf^X^, CD-R, DVD^&I^fef-^ ISli, #£#L31£ 
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[0 2 5 4] 

3 5 0 2 ICfcV^T, KaE^JERStL&^ofeilWSSnfeS^ti, * 
^-/^"S 3 5 0 3 ©Sffi«!B&#fcfcV%ffi«jKtt, ffilii^- Kf-f X^, CD 

[0 2 5 5] 
[0 2 5 6] 

rCDi^lC, H^f^t^-^^-WM^D^^ (EKB) ti^fS 
&£ = 

[0 2 5 7] 

13, SKSEtt&S^'rs^'fb^-^ny^ (ekb) &*-yy-©y 

tttt^RriB&W^b^r-^ny^ (EKB) £.VX$k&?&Z.HK.£V* *IE 
- # Miifii: 33 tt £ =2 > «m £ U fcfllfiR Sr^-T * ? >f i2 > ^ 
[0 2 5 8] 

[^xy^ffi ( I C V: Integrity Check Value) fttfpR$j&] 
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(ICV) n^T^ytCfcflStfttT, I C V©ft3Hc«fc »J, 

[0 2 5 9] 

n^-r^^o^^T-^U^-f •^•x>y^'fB (lev) MAtfn yj-yv ic 
^SAy ^agm&JB^TtHSStU ICV=hash (Kiev, CI, C 
2, •••) ICfc-sTffJISftS. Ki c vlil'cv^*-?**. CI, C2B 
3>T->^©«#1ffe»J, Z2>-t->^<Z)M«?I©^ ^-fe-^^t|tE## (MAC 
: Message authentication Code) 3^ftM3*lS. tuxE L £ <fc "5 IC, [MAC] 
tt, H2 n?SiilfcATRAC3f-f 7r>f^*^tl5. r*l£>£d£M 
bt-fVf^'Jf^ •^■xy^ffl (ICV) ©ff-gttffc 3*1-5. 
[0 2 6 0] 

DE SH|p#ffiaHi^S:MV^feMACffi[^JERM«:BI3 7 iC^fo 0 3 7 0>«/*lC 

^*;t-*;&Ml, M2, • • MNtfS) . * 1*, fcJflUB (Initial Valu 
e (J^T, IVttS) ) ilMl £#Nfilfti|3S#Jl-£ (f ©iBSSI 1 i:t6) 
„ 7£{C, I 1 &DE Sffip-^ffcawcAtU It (E*T, KlttS) fc^THfr-^fb 
■f£ (ffiA&ElttS) . MttT, E 1 £ J:£>*M2 Sr#Mtfi6*fi&3lftJ U ^©ffi 
#1 2^DE SBgr-*Hfcg|5>\A4x, iK 1 £ M V^TSt-SHt^ £ (ffiijE 2) 0 J^T 

£. E N ft* y -fe - V&fflft^ (MAC (Message Authentication Code) ) £ & 

(Dny^-yv m^- z *. mwL *? z> - # itmm ^smx & & . 

[0 2 6 1] 

z.(D & o teny^-yv (DM Acm.h I CV4^-K i c v &c/\ y $/aBMK& 
mm\^xm^Xny^yv(D^ yrWrl -fi*;^ (ICV) 
So Bjcm^^VNr ^*^|E$tlfeM^^=l>^>^^^^{C^bfe I CVfc, 

mr=.\zny^-yv\zm^^x^m^r=. i c vii&it^Lriii-cD i cv#*&e>*i 



7 2 
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[0 2 6 2] 

IJfifiDi^ft^^f^'Jf-f -^xy^ffi (ICV) t£. n>-^>yf@*&C*f 
bT^$tl-SM©3>T>^MAC|l(:j:y, loO^>f^'Jf'f -^x 
V ^ffi (ICV) rfctfoTtB-e&S. ^|fctf)MAClCj:6 I C VCDft 

HU£, MAtf, I C V=MAC (K i c v, C_MAC [0] | |C_MAC [ 1 
] ||C_MAC [2] M-) iCtot^tS. 
[0 2 6 3] 

[0 2 6 4] 

m (ICV) &^LT»iWt-«rfc^=i>-r>y*fil^xy^©fctf)tctt^S& 
[0 2 6 5] 

#iC, H^4-79yS/a.^^U SrfeffiLfe^^U*- K^©«*©^C^V^ 

mz&^XlZ. W&t*-*, Wttf 5 -*, ^n^Af-**, *at*&#-r=nj 
©3>f>*;f-^«'J tc*&M$*i3^ £ J; e> & Strife 

CBC=E- KJCfc^T^fRStl*;* yfe-^SfE«F# (MAC) ICJ:»J, ^xy 

cv&^fesfs^eii^ ^-^f^tcjtj-rsDE s-cbc®^ 
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[0 2 6 6] 

#^rf U#{c$n£L£>f >f^'Jf^ • ^xy^te (ICV) 

sffiffiRfc-rsi fcjc «k icv©fi^|, fesv^[iICV0^J!l|, M*. 

«7-*-^^3g^©iffe^-r >f^'jf-f -?-x.y?m (icv) ©£/*«tJi#, 
(icv) fcteitt-rsigfifcico^TSitH"*-*. 

[0 2 6 7] 

xy*fc (ICV) CD&MSj&Mfc^t-o K^CDfBMS (7^^^>a. 

j*=EU) &Ci£, SI 3 8 lZ.7jk£tl£> <k O iCf ^f - # CD-tV l/^ h 'J &C, ^£^31 
77^^ (PBLIST) , Bf^fl:n>r>^i:btM<Z)ATRACK3r- 
^77^;b (A 3D) #-£**U ^iHC&i, tft«C©*T i =fUJCM'r* 

n^i/y^-* (#i~#n) tff&SttStiS. «»©*^=fU fcti, Mx.li> 
[0 2 6 8] 

iaM^^tft^-^D y ? (EKB) (x^-^-tM) Sri 

#^=TU £ LtSgLTt) «fcV^ 1-^t)t>> *>S^!Ms3f-:/ny * (EKB) 

con ^igMnrtg^n^^^^^-a-^ 1 *d<D%t3V £ bTlg;tLT=&J:^o 
[0 2 6 9] 

S£fl7 7^;b (pblist) , mmtny^-yv H ITMOATRA 

CK3r-^77'f;i' ( A 3 D) tf)#*lCte, Bfc^ x V V <£> fc®><D * V "fe - 
ISIE??-^ (MAC (Message Authentication Code) ) 7^£tl> 3. ;ft COM A 
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Cmizm-3^T 4 y^-lfV 9- J '^jlvVW. (ICV (con) ) #£j££;fl£ 
o W&V^Z/TyV (DM AC ffite, 7 7 7i/a^ : E , J0i'-^>X^-^TMA 

cu^htitm ta^ti, r^^MAcy x Mca^r i cv^j*^ 

-Ki c v £MUT#£;ri£>f ^T^y^-f • ^-x-vtm (ICV (con) 
[0 2 7 0] 

n>^>yMACffi£|§Mt-£^->7->*^-^7;fr-Vy b £03 9 \Z^~t 

^stitiraso S3 9 (Dy-try*'<-i/mmz-D^rwim'?z> 0 

[0 2 7 1] 

E (kSTR, kCON) ^ U Ktf)* h U- ^^r-T*B&#^ L£=l 

ID (upper), (lower) (±, 
SRM-f" (ID) <D&fflm®T*&£ 0 C_MAC [0] te, S4fl7r^f;i/ (P 
BLIST) CD^J&^-#lC«o^T£j&3;ft£MACffi^&&o C_MAC [ 
1] iitfATRACK3f-f 77^;i/#l©f-flCSo 

v^^^nfeMAc^B, j^t, zjy^yvmzMAcm^m^n^o z.ti% 

(DMACUiC^^^X^ yrVVrJ • ^olv ^m. (ICV (con) ) 

3*U £e££*i£ICV (con) ^i/>J7;i/7°a hn^^itt^^'JiCf g 

[0 2 7 2] 

U-r--f -fi^l (ICV) tt, ^^U*- K©IB«9S (75*;i/ajl^iJ) 
[0 2 7 3] 

#^7=-=f u#cd-t >^^u^-f -^xy^fi (icv) mtsy-zK- 

y7*-7»;hl:H4 0i:St. #0_r e v i s i onli, *-r-=TU#0©H 
§t^-# #12^3*1, 5g«rS*lfc»^tt-f >^U^> NSn*- #0_vers 
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i o nti, #t-=TU # 0ffl/t-i/'a> ( # 0_E (KEK, Kiev) ft, #5=- 
dTU # Otf^-Hf-SHtdf- (KEK) T-Bf-S§-fl: L£ I C V£/*df- (Kiev) 
T?*>*J, ICVOte, ^-r-rfU # 0 (DA Z/t?VtA 'TiLvVm. (ICV) m 
T*&£ 0 JWT> RftSCD^-^^^^^U^JCEKB # 1 5 £ T'&ijifl alfg £ & o 

[0 2 7 4] 

ICV©f x^^H /1 U#- K«©fB«SS«#?f£ 
[0 2 7 5] 

XfyyS4 0 0 1 jefcv^T, #£^S£fH«^Sfl9tf)*B2igIiE 
tfT^ffifr^tfWJiSft, «Tfg *TV?S 4 0 0 2lCfcV^fSlS 

siit^s^ssraTfoffisssiiE^a (02 g#^) a^^stis. 
^s4ooi jcjsv^t, ^MSi:fa'ii^ara©+ss^iE^RrtgT'^vN^f[i^$ 

[0 2 7 6] 

4 0 0 5 ICfcV^T I C VCZmdStfUffSftS- ICVtt, frfM L £: <fc 5 IC#"7 7 

>r m a c ffi (c £ -5 v % r # tfj $ *i s . 

[0 2 7 7] 

^-^Bfcmtf&VN^Jjg^n, XrV^S 4 0 0 7 {Cfc^T, "5=- 



7 6 
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[0 2 7 8] 

>fyjf-f - (icv) &£.f&LTmm't&mi&z.'t&z£K&*) 

-r >^*u 5^ -^aivtm (icv) ©^^ra*^, locAf^'j^f- 

[0 2 7 9] 
MMACM 

©H-et&BJfbT^ — #3fc^^:c ©MAC (Message Authentication Code) 

[0 2 8 0] 

04 2lC&34MAC<Z>£/8, f&*M&3S0![S:^*r. El4 2fCte, 5fe<Z)Bf 2 1 ~ 2 
3 tgL/£ATRACK3f-^77>f^ffl-IS:SltV>5. ^-^SScS^x 
^^^©MAC (Message Authentication Code)&, MiiJATRACK3r- 

*j i7|0»AC £(Difcmz£ -5 s — ^Scjao^SrWJt^S. 
[0 2 8 1 ] 

Mill 04 2lC^tATRACK3f-^77'f/l/{C«i3ft6MACtt, 
-e-CDMACJCiSqJcfit^xy trtt&T-XWs riNF-seq#j ^?><0«8t 

©-r-^BtcigjgSft, ^&^4x£cdmac#^-#^@&cS^T£$:£ 
*lfcMAC^7T^^/tCttiW3*lSC:i:JCJ&*o -t&fc>*>> MAC (INF-s 
e q#||A||LT||-) T'&£ 0 0 W®f-*^MAC©^, -f&fc"^ Bfc 

[0 2 8 2] 

LfrLfctfb, ATRACK 3^- #7 T-f^tCtt, fcfiNfrr- * 



fflSE# 2001-3038675 
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x »; ^*fHf - f titfttf feftM A C & U, £tl&fi£»MAC £ IT 7 y 
[0 2 8 3] 

H4 2 fCfcfc, 9ulZWlWl>fe I N F — s e q # MTO?- * £ x >y ***** 

7 s -* btlSSlTv ^S*l«*U ^t^MAC 7 0 1 ^ATRACK3f 

- # ^ t >f ;i/tc«*ft $ tiT v % -5 „ 

[0 2 8 4] 

£ £&C, ATRACK3 7 s — # 7y-f ;i/tf»0> I N F X ^- ^ JCfH^$ *lS ^ < 

;i/MAC 7 0 1 ©MACMIf-^ &«^t5f-*, iiTftt, [INF 
-seq#] &-£«>T, -££>tffitf) I NFX^-X|^©$g[f i7^Mtf-^(C 
Sr5^T8Tfc&MACS:£j£U i tl £!£§gM A C i: L Tf- * 7 7 >f ;i/tftC« 

[0 2 8 5] 

BT4 2 iCfcV^T, jMMAC [MAC (INF) ] 7 0 2 ft, MAC (INF-S 
eq#| | path | !MAC (profile) Mothers-) {C <fc o T£m£ tl-S, ^©<fce>iC fi£ 
SSMACti, ^ 'J i/'t^M A C ©M A C 4 Mtf - ^ 
Bfc® x y * 7 s - # K £^ T £ JEfc 3 ft 5 . 

[0 2 8 6] 

*£3SMAC(Z>#£#|x.B^ "ffc*5"b, ilMACC^tf-^, "tJ&fc 
^ I N Ff igc© [path] J: U, iffcfcffiSRM A C 

, fi£5SMAClC^-*n, ^t'jyt^MAC©j6filf-*?%*5 [INF — 
seq#] 0>*£iM.&fT&oTafffcfcJ£&MAC©£/*, ftiW^S&HfT^S 

o 

[0 2 8 7] 

^U^l/MACtC^^tt), -tOM*"?- [INF-s 



7 8 
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fr-r-So -r&fc*., «MAc©jiif^ic«, t'jyt;i/MAc©sm 

[0 2 8 8] 

[INF-seq#] tf>#£^X.tt, MA. tf «ffe^SL»©»^»C J; -S#§«|^ 
&£V^i. INF-seq#f-*<0>f>i"J^>hfta<?i:J:oT^fl 

[0 2 8 9] 

Z. <Z> «fc -5 IC , & JS^ x y * - * tf>*f #P ^ *f IT^SIlS fifc»M A C 

fflMACWff-^lC ^-^-^IvfACcOMAC^T 1 -^©— gP&^tf) 

[0 2 9 0] 

[fH'H^ff £ <fc IS IC £ Vf Z> E K B fUMl 

[0 2 9 1 ] 

04 3 {CAT R ACK 3T r -^^©Bf#'fbn>^>^$:^ML/^MA.^^ i EU 

*^-f y *^0>ffi1SgS« loot, ny^-yyn^Mn-t^n^mA 200 
, #£i£gB 3 0 0 &^-r„ 
[0 2 9 2] 

ta-n^si o o^ctt, Hip^fcnv^^^fcUT, H2 l^&m^rMLfcA 

T rack 3 t 1 -* yTJfls&temati* H&mmz&^xny'ryy&U&'t 
££#>&cte, ny^-yyoU^lz^t^ziy^-yv ^--Kc o n ^Mtsri: 



7 9 
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[0 2 9 3] 

T, g|4 3 C^tfl3«Sfi8 0 0 aS£SiA 8 1 0 tTfliWt*. * 1*, SHtt 
ii8 0 0 t, 3£i£«A 8 10H Sgffi^atBIB&^i-SffiS^flafflr^^a. 
-;i/8 0 l, 8 1 lraic^TffiaS&E&S&Uff-f *. ffi51S8SEtt, M^tfft 

tLTMfi-r&o z<Dm&. gsti&g&s o o siitAsion -tti-rn 
©naw^a^ ^3.-^/8 oi, si iw&u#mmft7fl'3vxj**mh* £<b 

[0 2 9 4] 

fH'USS 8 0 0 l± % S^^«A 8 10 t ©♦BSf8|iE©^5ilfe, gBDftgfil 8 0 0 
ftCMf^^a-;^ 0 1 ICfc^T, 75yJ/a^=EU 8 0 2{C^iLfeATR 
ACK3f-3!77'fi^^, fB'Gl^gCDX h l/-^3f-K s t mT'Bf -SHC $ *l 
^n>^>^/^p- : E (Kstm, Kcon) lfeEKB77 

-i jvommiz^^xmn^m^^-m^^- ckek) vm^^t^nr^^y^-y 

V^— : E (KEK, Kcon) COV^ tlfr&Bl »J ffl U ^MmZmftLX, 
ny^yv*-K con SrBtfifS. 
[0 2 9 5] 

ffl«!3S«8 0 0 g£=g*A 8 1 0 fcOffiaggSEBgftC^fftLfc-fe v S/s >3f 
-Kses ^ffi^T3>f> ( y^-Kco n (DSHt-ifft Sr^ff U £^L£B£-S§- 
tfiT 1 -* : E (Kses, Kcon) £||£^SA 8 10 JCi!>fti-£ 0 
A8ioit flann^a.-;^ l licfeVNT, ^mbrcm-^itny^-yy^-E 
(Kses, Kcon) $:t»y^3>^-Ks e stSf L/Tn^fV^^r-S: 

[0 2 9 6] 

o 

[0 2 9 7] 
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[0 2 9 8] 

zcD^mmMzmi 3 (omnmrns 0 0 ts^iiB 8 3 0 tomommn b 

XWlW-tZ. IS-fit^S 8 0 0 tt, ATRACK S-^-^^T-r^cfiCD^'fb^- 
-/n^y^ (EKB) A-i/^y (£ > a >) a^-f^y* 

-<Z>Jfc#tc£^£&£M/M^t*-:/n-/* (EKB) £4#3£U 
EKB5:S4iiB 8 3 0 {Cj£>ft-f<5c 
[0 2 9 9] 

Mi£SgB 8 3 0 fB'H^fi^^ E KB £^MU ^&l?££|g|*I<Z>* U 
, M3-tfE 2 P ROM (ex. 75^^^^^';) F*FIC&M b £-rA>f X3f-:/ 
XlvV (DKB) Zmi<^T%;mEKB<DMmZm?L. ^r-m^^r- (KEK) 

[0 3 0 0] 

rrf, ^/WX^f-^n y ^ (DKB) {Co ^TM1-3 0 04 4 £fl^T 
^/WX^-^Dy # (DKB) 0D#|j&&IftfE-r3 o jtrf*£L£<fce>&C, 

yn^mm^^A^^t. 044 (a) fc^t-y u -#t^caMB#*ij&tf>^ 

4 4 (a) tC^-T^^y - K©"fe^ h 5 (SET 5) iCMtSf AM^It U 

;-K*-^bTKl 0, Kl^ib, ;i/-h^r-K 

[0 3 0 1 ] 

tfE 2 P ROM{C&*ft£*l£ 0 r^J^&^^XiC^^iftSU-^fr^ 
}£y-K (ex. -y-^^^ifU - F) h£T*<D*c-lZftm-t 
--fey htf>ff -JHt^-try htf^A-Y ^.^-yn^y^ (DKB) tfes. 
[0 3 0 2] 

f/H^^f-^n-y^ (DKB) GD-^-^fifSMSrEU 4 (b) \Z^ a EI4 



8 1 
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4 (b) tCjjt-tcfc-MC, DKBtt;-K^r-, 33 <fc t>Vb- h - & U - 7 3f - T* 
iMfbLfc-?-**:, 'J-7^f-Sf;H^ (ex. S£l£«) <Z)^hb-i/'dp 
- : K s t dT^#ffcL£^-#£^£B£#tt*-:/ay ^£ LT#/*3*l& 
o fVW^. (ex. f?£^g) tt, Z\<D^rA4 T^^ — ZfUvV (DKB) ^©E 
nc (Kstd, Kleaf) lt©X h : K s t d 5:fflV\Tt 

# U y-73f-Kleaf £J&#U £ £>tC, 9t#0feU -T7=3r-K leaf 

#Rjfg£&£ 0 ^f/H^^-yn^ (DKB) izit. V-y<DmMJ-T*%> 

[0 3 0 3] 

*0*0>* M/- #-fe»;h #tcMfc<5ttT?& »J 
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h (Kmas, 'J-7ID) tLT#«)«i)*i:l/tt)J:V^ 
[0 3 0 4] 

04 3 t:Motn>f>^^-©waffl^^s. 9B1B$£ff8 0 0^ 
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